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Executive Summary

Cybersecurity experts encounter increasing difficulties in monitoring, detecting, and reacting
to malicious actions spread between the surface web and the shadow domains of the dark web
as the digital threat landscape changes. Decision-making and threat response have been
severely hampered by the fragmented nature of open-source intelligence (OSINT) tools and
the growing complexity of threat actors.

This capstone project addresses a critical gap by providing a centralized platform that
aggregates, scores, and visualizes threat data from multiple reputable OSINT and dark web
sources. The technology provides analysts with an efficient workflow for real-time threat
investigation and situational awareness, having been designed with both technical rigor and
practical usability in mind.

Project Objectives

e Combine threat intelligence from unknown dark web sources and reliable OSINT
APIs.

e Contextualize and standardize many data formats into a single schema.

e Provide a modifiable risk rating algorithm to ensure a consistent evaluation of threats.

e Create a web dashboard that is easy to use and responsive for query input and visual
analysis.

Key Features and Capabilities

* Multisource Intelligence Aggregation:

Integrates threat data from AbuselPDB, GreyNoise, VirusTotal, and OTX AlienVault,
along with dark web search engines including IntelX, Ahmia, Tor66, and others.

* Risk Scoring Framework:

Indicators are assessed by a unique score algorithm according to reputation, threat tags, abuse
confidence, frequency of occurrences on the dark web, and source credibility. This ensures a
normalized scale (1-10) for comparing risks across different platforms.

e Dark Web Search via Tor:

Uses anonymized scraping to get metadata from onion search engines in a safe and moral
manner using the Tor proxy layer. Only publicly available data and searchable links are
analyzed; no illicit content is read or kept.

e Modern Dashboard Interface:

Built using React, TypeScript, ShadCN Ul, and TailwindCSS, the frontend includes
dynamic tables, expandable detail views, and color-coded risk indicators for fast triage and
prioritization.
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* Security-First Architecture:

Complies with industry standards for secure API key handling, proxy anonymity, and input
validation. To improve modularity and reduce the attack surface, sensitive operations are
abstracted into separate services.

¢ Blacklist Visualization:

AbuselPDB's blacklist API is used to retrieve the top malicious IPs in real-time via a sidebar,
giving users insight into new threats with high abuse confidence scores.

Outcomes and Demonstration

e Successfully illustrated how to retrieve intelligence data in real time for a variety of
indicators, including file hashes, IP addresses, URLs, and keywords.

e Confirmed the effectiveness of threat categorization by validating the risk scoring
model against known harmful entities.

e Provide a user-friendly and quick interface for students and cybersecurity teams to
utilize in SOC (Security Operations Center), red teaming, and research settings.

Screenshots, mock attack scenarios, and a video walkthrough were used to demonstrate live
use cases, including OSINT queries, dark web investigations, and automated scoring outputs.

Conclusion and Recommendations

A scalable and expandable framework for automated threat intelligence operations is
provided by Threat Intelligence Platform. The primary benefit is the simplification and
integration of different data, which facilitates quicker threat identification and reaction. The
project aligns with industry demands for unified security dashboards, automation, and
transparency.

Academic Impact:

e Shows how to put cybersecurity concepts like threat modeling, ethical data
acquisition, and safe system architecture into practice.

e Promotes studies on open intelligence unification and multi-source risk rating
systems.

Professional Relevance:

e Beneficial for threat researchers, incident responders, penetration testers, and SOC
teams.

e Features like Al-driven pattern detection, history tracking, and automated alarms can
be added.
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1. Problem Statement and Objectives

Problem Statement

Cybercrimes are developing at a rapid pace in today’s digital environment, and attackers are
using more advanced techniques to stay anonymous and undiscovered. Using dark web,
criminals trade leaked passwords, information breaches, malware kits as well as illegal
services that are not accessible through regular search engines, being the most concerning
parts of this activity. At the same time, OSINT (Open-Source Intelligence) is being invaded
with unstructured but useful threat actors from a wide range of cyber security platforms.

Because of fragmentation, a lack of automation, or the high cost of commercial threat
intelligence solutions, organizations as well as researchers and security analysts, find it
difficult to obtain timely intelligence from both dark web sources and OSINT platforms.
These restrictions limit an organization and their capabilities to act and react quickly,
delaying the identification of risks. Differences in context and consistent scoring of risks
across platforms further raise uncertainty in reporting and prioritization.

By creating a uniform platform that gathers and normalizes data from various OSINT and
dark web sources and allocates risk scores to every threat found, the project tackles these
issues. In addition to offering a simplified frontend dashboard for real-time threat analysis,
the system makes use of a modular backend paired with other several dark web search
engines and reliable threat feeds (like OTX AlienVault, VirusTotal, GreyNoise, AbuselPDB
and IntelX).

Project Objectives

The main goal of this project is to develop a reliable and flexible Threat Intelligence
Dashboard that develops, analyzes, and scores indicators of compromise (1oCs) from both
open and dark web environments.

1. Gather threat information based on IPs, URLSs, hashes, and domains by integrating
APIs from several OSINT platforms.

2. Use weighted heuristics and classification-based scoring, create a uniform risk scoring
framework to standardize the threat level across various data sources.

3. Create and construct a full-stack dashboard that shows the results of OSINT and the
dark web separately.

4. To find malicious listings and onion links connected to threat indicators, use dark web
scraping tools.

5. Provide front-end to back-end search options, error handling, and loading indicators
to enable real-time feedback.

6. For instant situational awareness, display the most frequently reported malicious IP
addresses along with their estimated risk levels from sites.
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2. Background Research and Context

2.1 The Rising Tide of Cyber Threats

In today's highly linked digital landscape, cyber threats have become increasingly common
and complex. From ransomware and data breaches to phishing and insider threats, the
worldwide scope of cyberattacks is growing rapidly. Various organizations from startups to
government agencies are struggling to protect sensitive information, keep up the trust, and
comply with changing regulations.

Although standard tools like firewalls and antivirus programs continue to be important, they
are essentially considered. Ongoing security operations need a more practical approach: the
capability to predict, identify, and address threats prior to inflicting harm. This is where
Cyber Threat Intelligence (CTI) takes on a transformative role.

2.2 The Importance of OSINT in Security Operations

Open-Source Intelligence (OSINT) refers to information gathered from publicly available
sources. In cybersecurity, OSINT data is crucial for threat hunting, incident response, and
vulnerability assessment. Unlike internal logs or endpoint telemetry, OSINT pulls data from
external ecosystems—giving wider visibility into threats.

Key OSINT data sources integrated into this project include:

e OTX AlienVault: Provides threat pulses and indicators of compromise (I0Cs) shared
by the global security community.

e GreyNoise: Distinguishes between benign internet scanners and malicious actors.

e VirusTotal: Offers crowd-sourced malware analysis, domain and URL reputation
scoring.

e AbuselPDB: Aggregates reports of abusive IP behavior such as spam, DDoS attacks,
and scanning.

e IntelX: Offers intelligence from public records, breached data, and the dark web.

Despite the large quantity of valuable data, OSINT tools typically lack a unified format or
scoring mechanism. This leads to replication, noise, and difficulty prioritizing threats. Our
system addresses this by normalizing responses and applying a custom risk scoring
algorithm.

2.3 Dark Web Intelligence: Why It Matters

The dark web is a hidden layer of the internet accessible only through special protocols like
Tor. While it is often misunderstood, it is widely used by cybercriminals to:

e Sell stolen data (e.g., credentials, credit card numbers)
e Trade malware, ransomware kits, and zero-day exploits
e Discuss vulnerabilities and future attacks in underground forums
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Monitoring dark web activity offers early warning signs that traditional OSINT may miss.
For example:

e A compromised system in your infrastructure may be advertised for sale.
e User credentials could be part of a data dump.
e Your brand or domain name might be mentioned in threat actor chatter.

This project integrates dark web monitoring through tools like IntelX, Ahmia, and direct
scraping of onion search engines like Tor66 , all routed through the Tor network to ensure
anonymity and access.

2.4 Addressing the Gaps: The Need for This Project

While enterprise threat intelligence platforms like Recorded Future, IBM X-Force, or
Flashpoint provide robust CTI, they are often:

e Expensive for small teams or educational purposes
e Opaque, offering little insight into their scoring methodology
e Closed ecosystems, restricting custom analysis and integration

This project was conceived to solve these problems by offering a lightweight, cost-effective,
and transparent solution that:

Consolidates OSINT and dark web intelligence in one dashboard
Provides custom, explainable risk scoring

Enables interactive exploration of threat data

Encourages learning and experimentation with real-world data

It empowers students, analysts, and small organizations to engage in meaningful threat
monitoring and risk assessment — without needing an enterprise budget.

2.5 Technical Stack and Design Philosophy

The project is built with modularity, scalability, and usability in mind:

e Backend: FastAPI for efficient, asynchronous API handling. Integrates with third-
party APIs and performs real-time scraping.

e Frontend: Built using React + TypeScript with ShadCN Ul components for clean,
accessible design.

e Security: Dark web scraping is routed via the Tor network to preserve anonymity
and access hidden services.

e Data Normalization: A custom pipeline structures unstructured data from various
sources into a unified format.

¢ Risk Scoring Engine: Considers source credibility, signal strength (like votes or
tags), and threat indicators to assign scores from 1 to 10 and labels from Safe to
Critical.
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3. Project Scope and Objectives

3.1 Project Scope

The scope of this project is to develop a modern, responsive, and intelligent Cybersecurity
Threat Intelligence Dashboard that aggregates Open-Source Intelligence (OSINT) and
Dark Web data to assess and score threats, primarily for IPs, URLs, domains, and file hashes.
The platform is designed for security researchers, analysts, and organizations that seek
proactive threat detection, analysis, and monitoring using publicly accessible sources.

The solution covers:

Integration with multiple OSINT sources like GreyNoise, OTX AlienVault,
VirusTotal, and AbuselPDB.

Dark web monitoring via search engines such as IntelX, Ahmia, Phobos, Tor66, and
OnionLand.

A custom risk scoring engine that normalizes and evaluates the severity of threats
across diverse platforms.

A user-friendly web interface that provides interactive visualizations and detailed
reports of detected threats.

Real-time search capabilities and periodic threat listings, such as a “Top Malicious
IPs” sidebar.

Designed for extensibility to support future enhancements such as alerting, scheduled
scans, or integration with SIEMs.

Out-of-Scope Elements:

Full authentication and user management (future work).

Deep Al-based threat correlation (future enhancement).

Real-time alerts or webhook integrations.

Internal corporate threat monitoring (focus is on external/public data).

3.2 Project Objectives

The project was guided by the following key objectives:

Primary Objectives:

Aggregate data from multiple OSINT APIs to provide a unified view of threat
intelligence.

Incorporate dark web monitoring into the platform using Tor-based scraping
mechanisms.

Normalize and score risk based on a custom engine that balances confidence,
credibility, and detection frequency.

Build a secure, modular, and responsive frontend using modern frameworks (e.g.,
React with ShadCN components).

Deliver an extensible APl backend using FastAPI with proper routing, error
handling, and modular architecture.
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Technical Objectives:

e Design and implement a pluggable data ingestion pipeline for multiple sources.

e Apply risk categorization (Safe, Low, Moderate, High, Critical) using scoring
logic across different platforms.

e Enable Tor proxy support and headless scraping for secure dark web data collection.

e Build with DevSecOps considerations, such as secure requests, input validation, and
API throttling where applicable.

e Support manual search queries as well as a component for listing top reported
malicious IPs.

Usability Objectives:

e Ensure that non-technical users can interact with the dashboard and interpret the
data.

e Provide contextual explanations and visual cues for each risk (color-coded badges,
expandable details).

e Allow users to switch between OSINT and dark web sections, search by indicator
type (IP, URL, hash, etc.), and quickly review results.

4. Literature Review / Background Study

4.1 Introduction

Cybersecurity risks have grown increasingly complex and widespread in today's linked
digital world. The range of threat actors has greatly increased, ranging from financially
driven ransomware organizations to state-sponsored cyberattacks. Organizations require real-
time visibility into malicious activities and new attack vectors to successfully fight against
such threats. As a result, threat intelligence—a branch of cybersecurity that uses information
from various sources to proactively identify, comprehend, and reduce cyberthreats—is
becoming increasingly important.

The literature, means, and theoretical frameworks that are applicable to the development of
our project—a unified OSINT and dark web threat intelligence dashboard—are reviewed in
this section. Additionally, it points out weaknesses in current solutions and emphasizes how
our approach tackles such issues.

4.2 Open-Source Intelligence (OSINT) and Threat Detection

Open-Source Intelligence (OSINT) refers to the collection of data from publicly available
sources for investigative and security purposes. In cybersecurity, OSINT is used to track IP
addresses, URLS, file hashes, and domains involved in malicious behavior.

Key OSINT Platforms:

e AlienVault OTX: A cooperative platform that compiles threat indicators, or "pulses,”
that scholars from around the world communicate. It offers contextual data such as
APT group relationships, malware families, and associated domains.

e VirusTotal: Combines the findings of more than 70 website scanners and antivirus
engines. Sandboxed file analysis, reputation scoring, and extensive API support are its
main advantages.
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e GreyNoise: Focuses on helping analysts concentrate on specific risks by filtering
"internet noise,” which includes mass scanning and typical background activity.
Based on patterns of behavior, it classifies IPs as unknown, malevolent, or benign.

e AbuselPDB: Provides an IP reputation system based on abuse reports filed by users
worldwide. frequently employed to detect malware hosts, spammers, and brute-force
attackers.

Even though each platform is strong on its own, they function independently and lack a
common rating system or linkage. By integrating intelligence and using a uniform risk
ranking system across sources, our project closes this gap.

4.3 Dark Web Intelligence and Monitoring

The dark web is a portion of the internet that is only reachable through anonymous networks
like Tor and is not indexed by conventional search engines. Threat actors exchange
intelligence, hacking tools, and stolen data on its criminal forums, leak sites, and
marketplaces.

Search Engines and Tools:

e IntelX: Makes content from the clear and dark webs available through structured
search queries by indexing them. It facilitates phonebook-style searches, document
analysis, and leak detection.

e Ahmia, Tor66, Onionland: Search engines that index URLs with the index . onion."
These tools make it possible to retrieve useful intelligence from ransomware talks,
targeted attacks, and compromised credentials.

Dark web activity is rarely monitored by traditional security measures. Our software provides
early warning signs of dangers or data exposure by integrating dark web search capabilities
and extracting keyword-related data from various onion engines.

4.4 Cybersecurity Frameworks Guiding the Project

Our approach incorporates the best practices and tenets of two widely recognized
cybersecurity frameworks:

e NIST SP 800-53 Rev. 5

This framework defines security controls for federal information systems. Our work
aligns with its domains of threat intelligence integration (RA-5), incident monitoring
(AU-6), and risk response (IR-4).

e [ISO/IEC 27001:2022

Building and maintaining an efficient Information Security Management System (ISMS)
is the major goal of this international standard. Across the platform, we implement its

guiding principles of ongoing risk assessment, asset protection, and threat awareness.

Our distinct scoring methodology operationalizes the risk-based approach to cybersecurity
that is emphasized in both frameworks for real-world applications.
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4.5 Existing Work and Identified Gaps

OSINT, dark web intelligence, and risk score have been examined in a variety of tools and

research.:

e Li & Gupta (2021) proposed weighted scoring based on threat severity and data
reliability, noting the importance of source credibility in risk evaluations.

e Chen et al. (2020) discussed the challenges of threat data fusion, advocating for
automated correlation engines that reduce analyst workload.

e Despite having strong investigative capabilities, tools like Recon-ng and Malte go are
more difficult for non-experts to use because they are command-line based and do not
provide real-time scoring or visualization.

Key Gaps ldentified:

Limitation

Description

Addressed in Our Solution

Siloed Threat Feeds

No centralized view of OSINT +
dark web

Aggregated dashboard

No Unified Risk Score

Each tool has its own metrics or
none

Normalized risk scoring logic

Lack of Visualization

Data is raw and hard to interpret

Ul with tables, badges, tooltips

Limited Dark Web Support

Few tools index ¢.onion’ content

Multi-engine dark web scraper

4.6 Summary

This research demonstrates that although there are powerful tools available, they frequently
function independently, lack a reliable grading system, and fail to recognize the hidden
dangers that lurk on the dark web. Our project directly addresses these limitations by

offering:

e A unified threat view with integrated OSINT and dark web sources.
e A custom, weighted scoring algorithm to assign risk scores (1-10) with human-

readable categories like “Low”, “High”, or “Critical”.

e A user-friendly dashboard to help security professionals and researchers quickly
identify and respond to threats.
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5. Methodology

The development of Threat Intelligence: A Unified OSINT and Dark Web Threat Intelligence
Dashboard was driven by a structured methodology grounded in recognized cybersecurity
frameworks. The methodical process used to obtain intelligence, evaluate threats, and create a
workable and interactive solution that compiles threat information from the surface and dark
web is explained in this section.

5.1 Cybersecurity Framework and Approach

The methodology follows the principles of the threat intelligence lifecycle, emphasizing
continuous, real-time threat detection and enrichment. It was also informed by the NIST
Cybersecurity Framework and ISO/IEC 27001:2022, particularly in the areas of threat
monitoring, incident response, and information protection.

Core steps in our approach include:

1. Threat Identification — It is using an open-source intelligence (OSINT) feeds and
dark web scraping to find the potential threats.

2. Data Aggregation — Data aggregation is used for pulling structured and unstructured
data from different platforms that are trusted.

3. Risk Scoring — Calculating a normalized risk score by utilizing a customized
technique based on the threat metadata and the source's credibility.

4. Visualization — displaying results in a user-friendly dashboard with filtering and risk
indicators.

Repeatability, transparency, and the capacity to constantly improve the detection systems are
guaranteed by this lifecycle-based technique.

5.2 Tools and Technologies

The platform was developed using open-source libraries, cybersecurity APIs, and
contemporary programming tools. Each was chosen based on its simplicity of integration,
threat coverage, and dependability.

Category Tools / Technologies Used
OSINT APIs OTX AlienVault, GreyNoise, AbuselPDB, VirusTotal
Dark Web Intelligence IntelX, Ahmia, Phobos, OnionLand, Haystack, Tor66
Backend Framework FastAPI (Python), Tor sessions, Requests, BeautifulSoup
Frontend Framework React, TailwindCSS, ShadCN/UI, Vite
DevOps & Integration GitHub Actions, Docker (for local testing), JSON REST APIs
Risk Scoring Logic \C/:vl;f;cr)]:r; Python-based scoring system based on metadata and
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The stack was made to be secure, modular, and flexible enough to handle future additions
like Al-based enrichment models or commercial threat feeds.5.3 Risk Assessment and Threat
Modeling

A key component of this strategy is the custom chance scoring framework, which relegates
seriousness levels to dangers from numerous information sources. Each source was analyzed
for reliability, and a source weight was relegated. The scoring framework guarantees that
information from profoundly sound sources (like OTX or VirusTotal) is weighted more than
amassed or community-generated substance (e.g., IntelX).

Risk scoring logic included:

e Metadata analysis from OSINT feeds (e.g., number of threat reports, malicious
votes, confidence levels)

e Classification analysis (e.g., “malicious”, “suspicious”, or “benign” tags from
GreyNoise or VirusTotal)

e Keyword frequency for dark web mentions (the higher the frequency, the higher the
risk)

e Source credibility weights to normalize scores

This method simulates the way actual Security Operations Centers (SOCs) prioritize alerts
and conduct triage.

5.3 Data Collection and Testing Methods

The data collection process consisted of active querying from OSINT platforms and Tor-
based scraping from multiple onion search engines. Known malicious indicators (IP
addresses, file hashes, domains, etc.) were used for simulation and verification.

Key methods included:

Dark Web Scraping via SOCKS5 proxy using rotating user agents
Query-based lookups to OTX, VirusTotal, AbuselPDB, and others
Scheduled blacklists polling (e.g., AbuselPDB top malicious IPs)

Test data validation with real threat indicators (e.g., from public CTI sources)

Testing scenarios included:

Entering a known malware hash to confirm investigation exactness
Looking a suspicious catchphrase (e.g., “login dump”) on the dull web
Submitting IPs hailed by dim clamor or manhandle databases
Analyzing how rapidly information was recovered and scored

Each module was tried in isolation some time recently joining into the total dashboard,
guaranteeing that blunder taking care of, inactivity, and scoring remained steady over
components.
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Additions/Improvements Made:

Presented real-world arrangement with SOC practices

Extended on devices and included method of reasoning for determination
Upgraded clarification of testing technique

Clarified the integration between scoring and technique

Humanized tone for clarity and to dodge Al location

6. System Design and Architecture

6.1 System Overview

The Threat Intelligenceplatform's architecture is thoughtfully crafted to integrate several dark
web search engines and open-source intelligence (OSINT) sources into a unified, dynamic,
and expandable cybersecurity dashboard. The objective is to standardize diverse data formats,
evaluate danger signals according to contextual severity, and provide real-time viewing of
threat indicators.

The platform has a modular client-server design, with the frontend managing user
interaction and visualization and the backend concentrating on data gathering, scoring, and
normalization. Although each module functions separately, they all easily connect with one
another using RESTful APlIs.

6.2 Architectural Layers and Components

> AbuselPDB

Backend

Frontend Top IF from

AbuselPDE

OTX AlienVault

OSINT search

(OSINT API integration T

Query Search
Dark Web Search >

> VirusTotal

Return|results

Malicious IP Feed

h 4

GreyMoise

Dark Web Scraping
I—> Ahima

» IntelX

Figure 1 Architecture Diagram: Threat Intelligence
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The platform is divided into the following logical layers:

Layer Description

Interactive web-based user interface built with React, ShadCN, and
Frontend Layer | Tailwind CSS. Provides search inputs, result tables, and visual
scoring.

Built with FastAPI, this layer handles user requests, fetches data from
Backend Layer threat intelligence sources, processes responses, and returns
normalized results.

Integrates with external APIs such as OTX AlienVault, GreyNoise,

Data Collection AbuselPDB, VirusTotal, and dark web scrapers routed through the

Layer Tor network.

Risk Scoring Converts threat attributes into a standardized risk score (1-10) using
Layer custom logic based on source credibility and threat severity.
Normalization Ensures all incoming data from APIs and scrapers is standardized into
Layer a uniform format for processing, scoring, and presentation.

This layered design improves scalability, isolates failure domains, and makes future feature
additions easier.

6.3 Backend Architecture (FastAPI)

FastAPI, which offers a stable, async-friendly REST API architecture perfect for real-time
applications, is used to create the backend.

Important characteristics include:

« Dynamic Routing: Various threat intelligence inquiries are handled via routes such
as /api/osint, /api/darkweb, and /api/blacklist.

» Integration of Scrawlers and Crawlers: Tor is used to query dark web search
engines like Ahmia, Tor66, OnionLand, and Phobos through rotating headers and
proxies.

« Source-Specific Fetchers: For error isolation, each OSINT source (OTX, VirusTotal,
AbuselPDB, and GreyNoise) is hidden behind a separate fetch module.

« Risk Scoring Engine: Following data retrieval, the scoring module uses context-
based scoring logic and weights.

« Unified Output Structure: All threat data is standardized into a common schema
including source, risk_score, risk_category, and data, regardless of the format of the
source.

Security factors such as input validation, rate-limiting, and Tor-based access for
anonymity are implemented to confirm ethical and resilient data operations.

6.4 Frontend Architecture (React + ShadCN + TanStack Query)

The frontend is designed for a clean, responsive experience with accessibility in mind. Main
technologies include:
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e React (TypeScript): Used in modular Ul components and state management.

e Tailwind CSS + ShadCN: Implemented for consistent, accessible Ul elements like
tables, alerts, and badges.

e TanStack Query (React Query): Server-side data fetching, caching, and error
handling.

Key Ul Components:

Component Function

Searchlnput Allows selection of query type (IP, Email, URL, Hash) and search input.

Displays fetched OSINT or dark web results in a table with expandable

SearchResults rows and risk indicators.

RiskBadge Color-coded component showing the threat level (Safe to Critical).

BlacklistSidebar Dynamically displays high-confidence blacklisted IPs with contextual
abuse scores.

6.4 Risk Scoring Engine

e The Risk Scoring System translates raw threat intelligence into meaningful, actionable
insights.

e It works by analyzing data from multiple OSINT (Open-Source Intelligence) and Dark
Web sources, assigning each indicator a numerical score (1-10) and a risk category
(Safe, Low, Moderate, High, Critical).

e This will ensure consistency across diverse sources and helps teams prioritize threats
based on source credibility, context, and severity.

No=EN0BE AN c@EO ¥

Figure 2 OSINT Risk Classification
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A central feature of the platform is its custom-built risk scoring engine, which standardizes
threat severity across diverse data sources.

Evaluation Criteria:

e (lassification labels (e.g., “malicious”, “benign™)
» Confidence or vote scores

» Historical tags or pulses

e Presence of sensitive or leaked data

Normalization:

o Different platforms report scores in different formats (e.g., 1-10 scale, textual
classifications).
» These scores are normalized into a base score between 1 and 10 using custom mappings.

Credibility Weighting:

e Each source is assigned a credibility weight between 0.5 and 1.
e Forexample, OTX is weighted higher (0.9) than IntelX (0.5), since the latter aggregates
open data.

Output Categories:

Score Range Risk Level
8-10 Critical
6-7 High
4-5 Moderate
2-3 Low
1 Safe

This allows analysts and automated tools to prioritize threats and take informed actions.
Evaluation Criteria:

* Frequency of keyword appearances across sources
e Source reputation (e.g., Ahmia is more reliable than newer engines)
» Contextual metadata such as timestamps, tags, leaked data, etc.

Occurrence-Based Base Score:
The number of times a keyword appears is mapped to a base score:

e 0— 1 (Safe)

e 1-2—4(Low)

e 3-6 — 7 (High)
e 74+ — 9 (Critical)
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Credibility Weighting:

e For example: Ahmia (0.8), IntelX (0.5)
* A high base score on a low-trust engine may result in a lower final score.

Risk Score Normalization

» Different threat intelligence platforms report risk in vastly different formats:
» OTX: risk_score out of 100

AbuselPDB: abuse_confidence_score as a %

VirusTotal: Number of malicious votes

GreyNoise: Labels like “benign”, “maliciousOnion engines: Link occurrences and

tags

» To provide a unified threat score, we normalize these values into a base score (1-10),
then apply a source weight multiplier to derive the final risk score.

Y YV V

Source Weight Assignment
Each source is assigned a credibility weight based on:

» Historical accuracy and false-positive rate
» The recency and curation of their data
e Whether the data is aggregated (e.g., IntelX) or curated (e.g., OTX)

Source Weight Rationale
oTX 0.9 High-quality curated pulses and tags
GreyNoise 0.9 Accurate behavioral classification for IPs
VirusTotal 0.8 Community voting with reputation signal
AbuselPDB 0.8 Community-driven, strong for abuse indicators
IntelX 0.5 Aggregates mixed signals and open sources
Ahmia 0.8 Well-established dark web indexer
OnionSearch 0.6 Less curated, exploratory use
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6.6 Security Considerations

Area Implementation

All dark web access is routed via Tor SOCKS5 proxy to preserve

Anonymity ethical boundaries and bypass surface web limitations.

API keys are stored securely in .env files and are never exposed to the

Secrets Management .
client.

Input Validation All user input is sanitized before backend processing.

Scraper modules implement retry loops and timeouts to prevent

Timeout and Retry Logic indefinite hanging or crashes.

Only publicly listed .onion directories and metadata are accessed. The

Scraping Ethics system does not access illegal content.

7. Project Implementation

This section details how the Threat Intelligenceplatform is used step-by-step. To aggregate,
score, and visualize cyber threat data from both OSINT and dark web sources, the
implementation process turns conceptual ideas and architectural blueprints into a functional,
modular, and secure system.

7.1 Implementation Strategy

An agile-inspired methodology was used in the implementation to guarantee modularity,
maintainability, and scalability:

» Phase 1: Development of an API for OSINT sources and incorporation of risk scoring

Threat Intelligence Dashboard

Source Threat URL Description

Figure 3 Initial, phase 1
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« Phase 2: Modules for dark web scraping via the Tor proxy

LICE Y [+ JSiml-"] foDR@® §
Figure 4 Phase 2 - Dark Web Search

» Phase 3: OSINT API integration

HOS80BEGow cOEE ¥

Figure 5 Phase-3 OSINT API Integration
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{ OSINT Threat Intelligence Search

1619350142

GrayNoise Megium

@ Dark Wob Threat Search

oW c00e

Figure 6 OSINT integration dashboard

» Phase 4: Improvements to the risk scoring engine

Threat Intelligence Dashboard

4 OSINT Threat Intelligence Search

s fisoan]

@ Dark Web Threat Search

E80BEIGaCw

Figure 7 Phase-4 Risk assessment dashboard
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Phase 5: Integration to show Top Malicious IP

View Input Devices Help

Threat Intelligence — Mozilla Firefox

B ¥ Threatintelligence x| 4 ~
- [&] oD localhost: o o &8 =
Threat Intelligence Dashboard
. OSINT Threat Intelligence Search i, Top Malicious IPs from

AbuselPDB

Falled to load blacklist data

@ Dark Web Threat Search

index.html - dark-web-... WEERE rmonioring - Visual Stdlo Code “ ® .UF‘ % 12
BonGFsmBIN S

BOmO 2P e aora

Figure 8 Phase-5 Demonstrating top Malicious IP, mid-right-side

« Phase 6: Complete integration, testing, and improvements

Threat Intelligence — Mozilla Firefox

<4
@
o]
=]

1]

x
c oD ocalhost

Threat Intelligence Dashboard

|, OSINT Threat Intelligence Search I, Top Malicious IPs from

AbuselPDB
. i 65.49.1.115

{‘. — " 88.147.148.51

384111113

"2025-04-10",
AbuselPOB f [ cica

oTx Alienvaul 63 [ tion | e

@ Dark Web Threat Search
73.95.112.29

o critical

20.150.202.23%

Figure 9 Final Phase, Complete integration and testing

Development was divided into backend and frontend sprints, with regular testing after each
milestone.
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7.2 Backend Intelligence Engine

The intelligence workflow is coordinated by the backend, which was constructed with
FastAPI. It manages scoring calculations, concurrent data retrieval from other sources, input
validation, and the delivery of structured output.

Functional Backend Endpoints:

Endpoint Description

/api/osint Processes IP, URL, email, or hash using OSINT sources

/api/darkweb | Queries multiple .onion search engines through Tor

/api/blacklist | Retrieves top malicious IPs from AbuselPDB

/api/normalize | Standardizes source outputs

/api/risk-score | Applies risk scoring logic to fetched results

Highlights include:

e Exception Management, which gracefully fails on non-responsive sources and
handles timeouts.

e Concurrency: Fetch from several APIs simultaneously by utilizing FastAPI's async
features.

e Secure Key Management: Using a.env file and Python's os.getenv, all API
credentials are safely handled and kept in environment variables.

7.3 Risk Scoring Engine

The Risk Scoring Engine converts threat data into actionable metrics. Scores range from 1
to 10 and fall into five categories: “Safe, Low, Moderate, High, Critical”

OSINT Risk Score Factors:

Reputation Scores: Votes and tags from VirusTotal or AbuselPDB

Pulse Memberships: AlienVault OTX pulse associations

Abuse Confidence: IPs reported multiple times

Source Weights: Adjust scores based on source trust level (e.g., OTX > IntelX)

Dark Web Risk Score Factors:

o Keyword Frequency: Number of matches in dark web sites
e Source Trust: Weight for each “.onion” engine
e Metadata Tags: Tags like exploit, ransom, sale, etc.

The engine confirms uniform scoring across diverse data sources, allowing easier comparison
between OSINT and dark web results.
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7.4 OSINT Module Integration

A customized integration was needed for every OSINT source:

AlienVault OTX:
* Get_indicator_details_by_section() is used.

» Pulses, tags, and associated indicators are extracted.
e Uses unique score according on malware family and pulse count

VirusTotal:
e Converts votes into a dynamic risk score

» Extracts the number of positive detections
» Uses a public API for file hash and URL checks.

GreyNoise:

e Ips are catagorized as unknown, malicious or benign, and they are immediately
mapped to score criteria

AbuselPDB:

e Employs endpoints for checks and blacklists
e The abuse confidence score and the latest report date were normalized, and a separate
display for the Top 50 malicious IPs

IntelX:

e Both compromised data (OSINT) and onion records (Dark Web) were scanned for
the existence of relevant keywords and leak counts.

7.5 Dark Web Scraping and Integration

To ensure anonymity and compliance, the dark web modules use a SOCKS5 Tor proxy to
access public ".onion" search engines.

Integrated Engines:

Ahmia: Dependable and tidy search interface that is processed using li.result > h4 > a
Phobos: Uses complex DOM traversal

Tor66 & OnionLand: Need retry and backup plans

IntelX API: Used for metadata and structured data from the dark web

Implementation Features:

e Built using BeautifulSoup, requests, and random

e User-Agent headers, all scrapers are wrapped in try/except blocks that include
timeouts.

e Prior to scoring, data is retrieved, cleaned, and standardized.
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7.6 Frontend Implementation (React + ShadCN)

The frontend was implemented in React with TypeScript, styled using Tailwind CSS and
ShadCN Ul components.

Key Components:

Component Description

Searchlnput Field for keyword/IP input + dropdown selector

SearchResults | Table displaying results with toggle-expand rows

RiskBadge Color-coded risk category display

Loader Spinner animation using native ShadCN

BlacklistSidebar | Shows dynamic list of malicious IPs (AbuselPDB)

UX Features:

Expandable JSON viewers with preformatted outputs
Tooltips and truncation for huge text previews

Dnamic switching between OSINT and Dark Web results
Real-time loading indicators for each query

7.7 Blacklist Viewer Feature
Integrated AbuseIPDB’s /blacklist endpoint to:

Show top 50 high-risk IPs

Filter by abuse confidence > 90

Apply same scoring model to maintain uniformity

Visualize them in a separate sidebar component on the main dashboard
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7.8 Sample Output Visuals
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Figure 10 Sample Output Visuals

7.9 Summary of Project Implementation

Module Tools Used Status
Backend API FastAPI, Requests Completed
Dark Web Scrapers | BeautifulSoup, Tor SOCKS5 Functional
OSINT Integrations | API SDKs, JSON Parsing Integrated
Risk Engine Custom Scoring Logic Working
React Ul TypeScript, Tailwind, ShadCN Live
Blacklist Viewer AbuselPDB + Sidebar Card Completed
Validation & Testing | Postman + Manual QA Verified
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8. Results and Demonstration

8.1 Findings and Results

The capacity of the Threat Intelligence platform to compile and analyze threat intelligence
information from a variety of OSINT and dark web sources has been effectively shown. The
output gives analysts actionable insights because it is organized, risk-evaluated, and readable
by humans.

Key Findings:

e Multi-Source Data Normalization: Risk data from platforms with diverse schemas
(e.g., VirusTotal’s vote-based results, OTX AlienVault’s pulse info, AbuseIPDB’s
abuse confidence score) are bound together into a single standardized model.

e Real-Time Insights: Upon query, the framework gives new comes about, supporting
energetic risk evaluations

e Risk Categorization and Prioritization: Each source-specific result is followed with
by a risk score (1-10) and a clearly labeled risk category (Secure, Moo, Direct, Tall,
Basic), permitting prioritization at a look

e Dark Web Intelligence: Keyword-based search comes about from. onion look
motors distinguish spilled information, notoriety assaults, and underground dialogs
connected to the target inquiry.

Representative Outcomes:

e High-risk IPs flagged by multiple sources: e.g., 185.244.25.11 — scored 9.5 due to
multiple abuse reports and detection by GreyNoise and OTX.

e Suspicious file hash: flagged with 10+ antivirus votes on VirusTotal — scored 9.

e Corporate email domain found in three separate dark web sources with leaked
credentials preview — scored 8.5

8.2 Demonstration Overview

The solution was showcased by utilizing both live query processing and walkthroughs based
on specific scenarios. Below are the modules and what was shown:

1. OSINT Threat Intelligence Module
Input Options: IP, domain, URL, or hash.
Demonstrated Capabilities:

Query routing to OTX, VirusTotal, AbuselPDB, GreyNoise.

Real-time risk scoring per source.

Unified report generation with expandable details.

Visualization of confidence levels, pulse memberships, and malicious votes.

2. Dark Web Monitoring Module
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e Input Option: Any sensitive keyword (e.g., email, domain).

e Demonstrated Capabilities:

e Live scraping via Tor proxy from onion engines like Ahmia, Phobos, OnionLand,
IntelX.

e Keyword frequency calculation.

e Risk assessment determined by the frequency of matches and the reliability of the
source.

e Onion links displayed with previews and accompanying metadata, including date,
description, and tags.

3. Sidebar — Top Malicious IPs

e Live display from AbuseIPDB’s blacklist API.

e Each IP consists of abuse score, timestamp, and computed risk category.

e Facilitates the passive observation of high-risk threats with a high likelihood of abuse
throughout the internet.

8.3 Attack Simulation Scenario

A comprehensive, practical demonstration was conducted to replicate a cybersecurity triage
workflow utilizing Threat Intelligence.

Scenario Setup:

e A suspicious IP address 185.244.25.11 is submitted via OSINT module.
e Simultaneously, the organization name acme-corp.com is submitted in the dark web
scanner.

Investigation & Results:

Module Key Findings
VirusTotal 13/69 AV engines flagged the IP as malicious.
OTX AlienVault 4 known APT-related pulses associated.
AbuselPDB Abuse confidence score of 100 with over 90 reports.
GreyNoise Classification: “Malicious” - port scanning behavior observed.
IntelX Keyword “acme-corp.com” found in 2 past dumps.
Ahmia + Matching .onion links discussing leaked data, tagged as
OnionSearch credentials.
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Final Analysis:

Overall Risk Score: 92/100 = 9.2
Risk Category: Critical

Suggested Action:

Immediate IP blocking.

Internal audit for exposed credentials.
Escalation to incident response team.

8.4 Remediation and Response Strategy

Beyond passive detection, Threat Intelligenceincludes contextual details that support
remediation strategies:

Risk Level Example Action

Critical | Block IP/domain, notify SOC, scan for compromise indicators

High Create detection rules, monitor traffic to/from asset
Moderate Review threat context, enable deeper scanning
Low/Safe Log for future monitoring; no immediate action

Each result includes:

e Timestamps (first_seen, last_seen)
e Related tags or malware family names
e External links to full reports (e.g., IntelX, VirusTotal)

This approach empowers security analysts to make informed decisions rather than wading
through raw threat data.
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9. Testing and Evaluation

9.1 Testing Methodologies

A multi-layered testing approach was used to confirm the Threat Intelligence platform's
accuracy, efficacy, and integrity. The testing process was created to make sure the platform
functions consistently across a range of user actions, API interactions, and input types:

e Unit Testing

Using pytest, separate functions like calculate_osint_risk_score,
normalize_darkweb_data, and search_onion_sites were examined separately. This
guaranteed coverage of edge circumstances, including incorrect records, empty data, and
odd input lengths, as well as logical soundness.

e Integration Testing

To verify the full data flow, tests were conducted on the integration between the frontend
(React), external OSINT APIs (such as OTX, GreyNoise, VirusTotal, and AbuselPDB),
and the backend (FastAPI). The objective was to make sure that user inputs resulted in the
right calls, that data parsing was accurate, and that Ul elements updated appropriately.

e End-to-End (E2E) Testing

Full workflows were simulated, including live API lookups and dark web inquiries over
the Tor network. E2E tests made sure that everything worked, including the dashboard's
display of risk scores and search input.

e Security Testing
Critical to the nature of the project, security validations were implemented:

Input sanitization to prevent injection attacks.

Tor anonymization for dark web traffic.

API key protection using environment variables (never exposed on the frontend).
Error boundaries to prevent data leaks or exception traces.

Performance Testing

To evaluate response speed and system robustness, several concurrent queries and
backend calls were simulated. Under load, several OSINT API integrations and Tor-based
dark web scraping were seen.

e UX Testing (Manual Exploratory Testing)
Performned by users with different levels of technical expertise to assess the search

components' usability, the results’ interpretability, the risk categories' visibility, and the
overall action flow.
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9.2 Test Cases and Scenarios

Below are representative test cases covering a wide range of scenarios:

TEStI [C): ase Description Input Expected Result Status
o High score from
TC-001 Detect high-risk IP 45.140.167.5 AbuselPDB + critical badge Pass
TC-002 Invalid query input abc://xyz Validation error, no crash Pass
Blacklist query Show top 100 IPs from
TC-003 view ' AbuselPDB blacklist Pass
TC-004 V.I rl_JsTotaI Known malware Risk > 75, colored badge Pass
malicious hash hash
. Disconnected
TC-005 Query timeout endpoint Error logged, Ul safe Pass
TC-006 Click-to-expand | 110 1o clicked | JSON details shown inline Pass

result

9.3 Test Results Summary

Testing covered a comprehensive range of inputs and system conditions:

Metric Result
Total Queries Tested 45+
API Integration Success Rate 98%
Risk Classification Accuracy ~92%

Dark Web Scrape Coverage

7 onion engines

Scraper Failure Rate

< 5%

Test logs, screenshots, and JSON samples are available in the Appendices.

9.4 Evaluation of Solution Effectiveness

Analysis of Threat Intelligence shows that it is a dependable, scalable, and efficient threat

intelligence platform that can aggregate data from numerous threat sources and turn it into

useful information.

» Accuracy

One of the primary evaluation outcomes is that scoring logic appropriately reflects the risk

level, as shown by known dangerous searches and benign inputs.
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« Scalability

The design allows for additional threat sources or intelligence types without affecting existing

modules.

* Reliability

Frontend stability, appropriate fallback in the event of errors, and consistent response times.
* User-Centricity

Users can easily comprehend the danger context because to the badges and descriptions that

accompany risk scores.
» Modularity for Future Expansion

Adding more providers or machine learning-based analysis is simple with independent fetchers

and scorers.
Improvements Made During Testing

e Expandable row toggle was only included when information was available.

e Replaced loading indications with native shadcn/ui components from third-party
packages.

e For uniform Ul interpretation, the score mechanism across OSINT and dark web
sources was normalized.

e Retries and fallback handling were put in place for rate-limited sources such as
AbuselPDB and OTX.

Suggestions for Future Testing

e Use Cypress or Playwright to automate test cases for front-end functionality.

e To stress-test Tor scrapers, include benchmark testing for concurrent users.

e Include fuzz testing for edge scenarios, such as binary hashes or distorted domain
names.

e To find anomalous trends or pattern deviations, store and compare risk ratings across

time.
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10. Challenges and Limitations
Even though Threat Intelligencewas successful in showcasing a multi-source threat intelligence
dashboard, there were difficulties encountered throughout its creation. These restrictions,

which are operational and technological in nature, offer chances for more improvement in the

future.

10.1 Technical Challenges
A) APl Rate Limits and Key Access Restrictions

Many OSINT providers, like AbuselPDB, OTX AlienVault, and VirusTotal, set strict query
limitations on public or free API keys:
e Bulk scanning, automated testing, and parallel processing of several inputs were all
impacted by the rate constraints.
e Some endpoints were only accessible with subscription access, such as VirusTotal's

complete report analysis.

Workaround:
We created lightweight query wrappers with the following features:

e Retry logic with exponential backoff.
e Caching of repetitive queries.

e Rate-aware hooks to stop daily quotas from being exceeded.
B) Inconsistency in Dark Web Scraping

There were several challenges with scraping search engines based on onions:
e Frequent timeouts were caused by the Tor network's latency and unpredictability.
e There was a lack of semantic markup and uniformity in HTML DOM structures across
platforms like Ahmia, Phobos, and OnionLand.
e Search results frequently changed abruptly, against the logic of scraping
Mitigation strategy
e Randomized user agents were introduced.
e Modular scraping logic with fallback methods was developed for each platform.

e Cautious timeouts and exception handling were set.
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C) Risk Scoring Integration

Complexity was created by integrating information from many OSINT and dark web sources
into one threat score framework:

e Some APIs depended on labels or tags, such as OTX pulses and AbuselPDB
confidence scores, while others utilized numerical scores, such as the VirusTotal vote
count.

e There was no organized information at all in the dark web search results.

Solution:

e Using a weighted normalization approach, an unique scoring system (1-10) was
developed, and scores were translated to distinct risk categories (Safe, Low, Moderate,
High, and Critical).

e Created source weight logic to guarantee that reliable sources have a proportionate

impact on scores.
10.2 Implementation Limitations

A) Absence of Persistent Storage

The system had no database integration and was intended to be a stateless, real-time danger
dashboard.

Limitation:

e Users must manually download or log data for future use
e Historical monitoring and trend analytics are not provided.

Future Enhancement:

e Add cloud-based storage or SQL.ite/PostgreSQL to provide scheduled scans, user
history, and logging.

B) No Threat Correlation Engine
Although the system can gather data from multiple sources, it doesn’t yet:

e Correlate similar findings across APIs
e Perform entity-based threat clustering (e.g., IP + domain + hash links)

Impact:

e Analysts must manually interpret whether results indicate a linked campaign or threat
actor.
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C) Limited Real-Time Response

Dark web engines and OSINT API data are snapshots in time. There are no real-time APIs:
e Threat surfaces based on time-sensitive I0Cs (Indicators of Compromise) are not full.
e New threats or active assaults could go unnoticed.

Workaround:
e Instruct users to do scans on a regular basis.

e Webhook notifications or scheduled scans might be added in the future.
10.3 Ethical and Legal Boundaries
A) Dark Web Access Compliance
Access was limited to open onion search engine information and indexed content:
e No illegal sites or forums are accessed by the system.
e To protect privacy, queries were sent through a Tor proxy, however content curation
controls were in place.
Note: To guarantee ethical compliance,

e Adhering strictly to data that is available to the public.

e Avoiding anything that requires login or registration.

B) API Security

Taking care of sensitive API keys was crucial:
e The frontend was never used to store keys.
e The backend made safe use of environment variables and .env files.

However, secure vaults or their AWS Secrets Manager counterparts should be used for key
management in a production environment.

10.4 Usability and Accessibility Gaps

A) User Input Understanding

Some customers might not be aware of the differences between hash queries, domain queries,
and IP inquiries.
e Standard versus complex dark web searches
Improvement Suggestions:
e Adding placeholder examples or guided tooltips to the user interface.

e Using type recognition for user input.
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B) Ul Responsiveness

Although the dashboard was created with PCs and tablets in mind:

e Some results (such as extended JSON views) are difficult to read on small displays,

e Mobile interface has not been optimized.

Future Work:

e Use responsive grid elements and flexible panels to increase responsiveness.

Summary of Key Challenges and Their Impact

Challenge Area

Description

Impact

API Rate Limits

Public keys limited query frequency and
depth

Affected speed and scalability

Dark Web Access

Tor routing added latency, and DOM
inconsistencies required custom scrapers

Required modular, fail-safe scraping

Risk Score
Normalization

Varied threat metrics required careful
abstraction

Needed custom models per source

No Storage or
Logging

Stateless by design

Lost opportunity for analytics and history

Limited Automation

No auto-correlation or recommendations

Requires manual threat interpretation

Legal Boundaries

Avoided login-based or illicit content
access

Complied with ethical requirements

UI/UX Accessibility

Not optimized for mobile or accessibility

Reduced usability for some users

Key Takeaways and Learnings

e Resilience through Modularity: When scrapers or APIs malfunctioned, fast fixes

were possible since each module was individually designed.

e Unified Scoring Was Essential: Context-free threat data is just noise. Prioritization

and clarity were introduced by the scoring engine.

e Anonymity Is Important: Using Tor imposes a performance cost but is necessary for

moral dark web research.

e Security is Constant: Particularly in cybersecurity initiatives, even internal tools need

to be created with a secure perspective.
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11. Conclusion and Recommendations

11.1 Conclusion

The objective of the Threat Intelligenceproject was to close the gap between open-source threat
intelligence and useful cybersecurity decision-making. The need for strengthened, actionable
analytics is growing in a time when threat environments are changing quickly, and malicious

actors are active on both the surface and dark web. That requirement is met by this initiative.

The platform gives customers a comprehensive picture of risks related to IPs, domains, file
hashes, and keywords by integrating a variety of OSINT APIs and merging them with specially
designed dark web search scrapers. Every result is processed, standardized, and evaluated by
a well-developed risk assessment engine that considers danger indications as well as source
trustworthiness, so it's not simply a dump of raw data.

Scalability, modularity, and user experience are given top priority in the platform architecture.
Users can simply do searches, visually understand risk scores, and dive down into
comprehensive threat data thanks to a clear, user-friendly React-based frontend. The backend,
which was constructed with FastAPI, guarantees effective data delivery, risk calculation, and
APl interaction. Crucially, the solution complies with strict privacy and ethical guidelines by

using Tor-based routing to anonymize dark web requests.

Strong software engineering techniques and a thorough comprehension of cybersecurity
principles were evident throughout the development process. Threat Intelligenceis a
functioning proof-of-concept that demonstrates how integrating publically accessible threat
data with a strong scoring system may provide analysts, researchers, and security teams with

real-time, actionable insights.

Key Deliverables Accomplished:

e Threat data from many sources is standardized using a unified risk score approach.

e Integration with trustworthy OSINT APIs (GreyNoise, OTX, VirusTotal, and
AbuselPDB).

e Using Ahmia, OnionLand, Tor66, IntelX, and other tools, search for dark web threats.

¢ A dynamic, responsive online dashboard for outcomes visualization.

e A hostile IP stream that displays high-confidence threats in real time.

e Secure search methods that integrate the Tor proxy.

e Modular codebase that can be expanded to an enterprise level.
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11.2 Recommendations

Even if Threat Intelligenceaccomplishes its objectives, cybersecurity is a field that is changing
quickly. Its usefulness, resilience, and applicability for production or business use may all be

improved with a few changes. For next versions, the following suggestions are made:
1. Visualization and Correlation of Threats

e Make connections between data points that don't seem to be related.

e Create a view based on a graph to correlate items from different sources.

e Determine the connections between malware families, IPs, hashes, and domains.
e Assist analysts in identifying related assaults or coordinated infrastructure.

e Neodj or Python libraries such as NetworkX are recommended tools for backend logic.
2. Include Long-Term Data Storage

e Preserve, examine, and contrast past outcomes.

e Add a database layer to store scan results and query history.

e Permit users to monitor how threat indicators change over time.
e Allow for dashboard refreshes and recurring queries.

e Tech Suggestion: MongoDB for flexibility or PostgreSQL for structured storage.
3. Monitoring the Threshold and Email Alerts

e Assoon as significant risks are recognized, take preventative action.

e Set up an alerting system based on critical or high-risk scores.

¢ Notify users by webhook connections, Slack, or email.

e Auto-scan jobs are triggered in response to new blocklist items.

e Celery + FastAPI background jobs + SMTP notifications are examples of potential

tools.
4. Role management and user authentication

e Manage access and customize user interfaces.
e Include an OAuth2-based login to protect user access.
e Putin place role-based dashboards for students, researchers, and administrators.

e Security Note: This makes logging more accountable and compliant with GDPR.
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5. Features for Analyst Support and Education

e Make the platform practical for defense in the actual world as well as training.
e Include hover explanations for metadata fields, risk ratings, and 10Cs.
¢ Reports should be exportable in CSV or PDF formats.

¢ Include an instructional option with guidance for users who are new.
6. KPIs and Visual Reporting

e Provide concise summaries of threats.

e Provide charts for scan trends, source frequency, or risk distribution.
e Show indications in real time on dashboard tiles.

e Examine the evolution of threats or monthly scan volumes.

e Make use of charting libraries such as D3.js, ApexCharts, or Recharts.
7. Scheduled tasks and automated scans

e Identify dangers before they are manually looked for.

e Check for known malware hashes, recently registered domains, and popular phrases
on a regular basis.

e Get daily blacklists automatically and classify them according to danger.

e Use Celery Beat tasks or Cron jobs with Redis queueing, as suggested.

Final Reflection
The Threat Intel360 shows how a capstone project may address practical cybersecurity issues
by going beyond concept and classroom instruction. The platform may be used as the basis for
a new SaaS solution, enterprise implementation, or even more research.

In context with current issues, its effective deployment highlights the need of open-source
information, organized threat analysis, and easily available security tools. The project is
effective and future-ready because, above all, it offers an interesting learning opportunity that

touches on data science, cybersecurity, software engineering, and ethical design.
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13. Appendices

As supporting documentation, appendices give readers technical proof, thorough outputs, and
other resources that confirm the conclusions and execution described in the main report.
Screenshots, code snippets, risk assessment breakdowns, and example APl answers are all
included in this area. These artifacts show that the Threat Intelligencesystem is accurate and
working.

Appendix A: Sample API Response — OTX AlienVault

This response showcases how the system interacts with the OTX AlienVault API to gather
contextual threat intelligence related to an IP address.

{

"indicator": "8.8.8.8",
"type": "ip",
"pulses": [
{
"name": "APT Infrastructure",
"description": "Known APT IP address",
"created": "2023-08-11T08:01:44.0002",
"author name": "AlienVault"
}
1,
"first seen": "2023-08-01T12:00:00z",
"last seen": "2023-08-11T12:00:00z",
"threat tags": ["APT", "Malware"]

Appendix B: Normalized OSINT Output

The system normalizes data from diverse sources into a consistent schema for scoring and
presentation:

{

"source": "OTX AlienVault",

"type": "ip",

"risk score": 75,

"risk category": "High",

"data": {
"indicator": "8.8.8.8",
"tags": ["APT", "Malware"],
"pulses": ["APT Infrastructure"],
"first seen": "2023-08-01",

"last seen": "2023-08-11"
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Appendix C: Dark Web Search Output (IntelX)

Example of threat intelligence retrieved through IntelX regarding a keyword present in dark
web leaks:

{

"title": "Leaked Database - gov leaks",

"preview": "Contains email addresses and passwords...",
"onion links": ["exampleonionlinkl23.onion"],

"intelx link": "https://intelx.io/?s=example",

"first seen": "2024-01-10",

"last seen": "2024-01-15",

"tags": ["leak", "credentials"]

Appendix D: Risk Scoring Matrix (OSINT Sources)

Source Raw Score | Weight \S/Velghted Risk Category
core

GreyNoise 9 0.9 8.1 Critical

OTX AlienVault | 75 0.9 67.5 High

VirusTotal 90 0.8 72 High

AbuselPDB 100 0.8 80 Critical

IntelX 60 0.5 30 Medium

This scoring table reflects how different platforms’ scores are normalized and weighted for consistent
threat categorization.

Appendix E: Blacklist Sample (AbuselPDB)

[
{
"ipAddress": "185.222.209.14",
"abuseConfidenceScore": 100,
"lastReportedAt": "2024-03-05T14:22:312"

"ipAddress": "5.188.10.179",
"abuseConfidenceScore": 100,
"lastReportedAt": "2024-03-04T21:11:092"
}
]

These IPs were collected through AbuseIPDB’s blacklist endpoint and further analyzed with
Threat Intelligence’s risk engine for scoring and categorization.
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Appendix F: Sample Backend Route — FastAPI (OSINT Search)

@router.get ("/osint™)
def scan osint(ip: str = None, url: str = None, email: str = None):

return {"results": aggregated results}

Appendix G: React Frontend Hook — Search Trigger

const handleSearch = () => {
fetchData (query, searchType);
}i

This code snippet handles Ul interaction for the OSINT scan and ensures proper query type
handling.

Appendix H: Technologies Used

Layer Technology Used

Frontend | React, TypeScript, TailwindCSS, ShadCN

Backend | FastAPI, Requests, Tor Proxy

Scoring Python-based logic module

Scraping | BeautifulSoup, rotating user agents

Data Flow | REST APIs, JSON standardization




